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AN UP-DATE ON US SANCTIONS - RISKS FOR NON-US PERSONS 

We are issuing this Newsletter following some recent significant developments in the matter of US Sanctions 
following several communications which have been issued over the last month by US Office of Foreign Assets 
Control (OFAC), the P&I Clubs of the International Group and the Lloyds of London. 
 
In particular we draw attention to the 25th March 2019 advisory notice from OFAC which indicates a marked 
departure from previous advisory notices. In setting out the various deceptive practices and setting out what 
OFAC consider to be useful mitigation processes they have clearly and in simple language pulled into the 

equation not only vessel owners and charterers but also, and explicitly, ship registries, port 
operators, insurers and the wider maritime community. 
 
The purpose of this Newsletter is not to reiterate the extensive and already available detailed information on 
existing sanctions which are available and updated regularly on the OFAC website and on P&I Clubs’ (along with 
many other financial and insurance  service providers’)websites, but rather to draw our clients attention to the 
Insurer’s position in the light of these latest communications, developments  and the increasing risk of non-
operation/cancellation of P&I cover following a breach of sanctions. However, we will examine the latest OFAC 
additional measures in respect of Venezuela issued on 12th April 2019 as an example of the ever evolving, and 
ever more complex, sanctions landscape. 
 
At the same time, we recognise that each shipowner/charterer/operator will certainly have in place their own 
internal procedures, guidelines and checks for prudently addressing any 

 
 
As everybody is aware, sanctions are currently established under US law, decreed by the United Nations Security 
Council or European Union Law. 
 
They can be applicable by geographical area, by product, by receiver/end user, related to financial transactions, 
by company, by individuals or as any combination of the above. Often the language and definitions used are far 
from transparent, easily comprehendible or immediately definitive. 
 
Historic sanction hot spots include Cuba, Iran, Russia-Crimea, Syria, North Korea, with now the introduction of 
heightened activity in relation to Venezuela. The above listing is not exhaustive, and many other countries are 
subject of sanctions as well. 
 
Above all else sanctions are extremely dynamic, in constant flux with Specially Designated Nationals list (SDN) 
allocations being updated on a regular basis with new additions or deletions. The US withdrawal from the Joint 
Comprehensive Plan of Action (JCPOA) in relation to Iran and, more recently, the new Venezuelan sanctions are 
testimony to continuing changes. 
 
Sanctions affect every part of the marine business – a few examples would include (but are certainly not limited 
to) contractual counterparties, banking, insurance, types of cargoes and places of loading/discharging and, 
indeed, the entire trading pattern.  
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In addition, and significantly, the US Dollar is the dominant currency for international trade with almost every 
transaction transiting through United States related financial institutions.  
 
Performing due diligence to ensure compliance with the applicable sanctions poses an inevitable challenge for 
every segment of our industry, and one that is of vital importance to the way in which business is conducted. It 
is also a consequence which has become increasingly difficult to perform due to the far reaching scope of the 
sanctions, the ever changing-rules and the expectations upon the affected businesses. 
 
When the Joint Comprehensive Plan of Action (‘JCPOA’) was signed in 2015, many had thought that this would 
bring relief to the complex and restrictive sanctions regime imposed by the United Nations Security Council and 
the European Union against Iran and other associated states involved with its nuclear ambitions;

 

However, the USA’s withdrawal from the agreement in 2018 saw an end to this relief. Both primary sanctions 
(US sanctions are imposed to prevent its own citizens from engaging in specified trades with counterparts in the 
sanctioned country) and secondary sanctions (US sanctions on third parties) were effectively reinstated in full.  
An added complication to this specific scenario was instigated when the European Union issued their blocking 
statute in an effort to nullify the effect of the US sanctions post 4th November 2018   

 

On 20th November 2018, OFAC issued an advisory notice against the transportation of petroleum products to 
the Syrian Government  

 

In the last advisory advise issued 25th March 2019 OFAC expressly underlines the imposition of sanctions against 
and/or the block of property of those persons who trade petroleum products to or from Syria and Iran – this 
includes additional Specially Designated Persons (SDN) entities in Iran and in Russia that OFAC has identified as 
been involved in such trades, 
 
“alert persons globally to the significant US sanctions risk for parties involved in petroleum shipments to the 
Government of Syria”.  
 
The advisory outlines what OFAC considers to be various deceptive practices undertaken by those providing 
petroleum to the Government of Syria; 
 

- Falsifying Cargo and Vessel Documents 
- Ship to Ship (STS) Transfers 
- Disabling Automatic Identification System (AIS) 
- Vessel Name Changes (it is essential to research a vessel not only by name, but also by its International 

Maritime Organization (IMO) number). 
 
 
It also outlines risk mitigation measures to those in the international maritime community which OFAC considers 
important in order to help avoid becoming involved in a sanctionable transport of petroleum products to Syria; 
 

- Strengthen Anti-Money Laundering/Countering the Financing of Terrorism (AML/CFT) Compliance 
- Monitor for AIS Manipulation (Ship registries, insurers, charterers, vessel owners, or port operators 

should consider investigating vessels that appear to have turned off their AIS while operating in the 
Mediterranean and Red Seas). 

- Review All Applicable Shipping Documentation 
- Know Your Customer 
- Clear Communication with International Partners 
- Leverage Available Resources 
- Insurance (There is sanctions risk related to the provision of underwriting services or insurance or 

reinsurance to certain Syrian and Iranian maritime-related persons or activity). 
 
 
 
 

https://www.treasury.gov/resourcecenter/sanctions/Programs/Pages/jpoa_archive.aspx
https://ec.europa.eu/fpi/what-we-do/updated-blocking-statute-support-iran-nuclear-deal_en
https://www.treasury.gov/resourcecenter/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
https://www.treasury.gov/resourcecenter/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
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The advisory notice also includes a list of ships which are suspected to have carried or facilitated for part of the 
sea voyage petroleum products to Syria between 2016 and 2019: 
 
 “those who in any way facilitate the financial transfers, logistics, or insurance associated with these or other 
petroleum shipments are at risk of being targeted by the United States for sanctions.The United States is 
committed to disrupting illicit financial and other support to the Government of Syria, to include transporting 
petroleum to its state-owned and-operated ports, regardless of location or nationality of those facilitating such 
support.” (emphasis added). 
 
Naturally, the contents of this Executive Order have been circulated also through the marine insurance industry 
e.g. via the various International Group Clubs’ circulars. It should be noted that the sanction considerations are 
not only relevant to The International Group of P&I Clubs but to all commercial Fixed Premium P&I providers as 
well including any other type of insurer, for example the Lloyd’s of London. In this respect on 2nd April 2019, 
Lloyd’s of London issued a market bulletin to highlight the recent developments in sanctions and to stress the 
importance of implementing adequate due diligence processes on their clients and identifying evasion tactics

. Lloyd’s even went so far as to recommend additional steps that insurers and 
brokers should take as part of their respective due diligence processes to ensure full compliance with the 
sanctions regimes in place including, for example, requesting a review of the ship’s AIS history prior to binding 
cover. 
 
The pressure and expectations being put on the financial, insurance and the respective consultative service 
sectors of the maritime industry is mounting. An example of present difficulties being faced by such advisors is 
whether or not to advise a client if an intended trade falls foul of sanctions. Such advice is, arguably, not a breach 
of the sanctions because it is advising what can and cannot be done and is intended to assist compliance with 
sanctions. However, some insurers have refused to provide such advice in case that advice potentially exposes 
both the client and the insurer to a breach of sanctions. For many, the simple mention of a sanctioned country 
triggers compliance concerns. 
So, for many parties the risk is understandably too high to justify performing, or even being involved in anything 
which mentions a sanctioned trade or jurisdiction. Such risk coupled with even a potentially sanctioned trade 
would be enough to cripple even the largest company. 
 
In the light of all the above we believe it is worth reminding that the Clubs forming part of The International 
Group of P&I Clubs contain provisions in their respective Rules to the effect whereby the member(s) have no 
P&I cover in respect of activities or liabilities which exposes the relevant Club, as the insurer of such risks, to 
sanctions or risks exposure to sanctions. This applies regardless of fault or intention and can be imposed by the 
Club at its own discretion: “there may be circumstances where the relevant Club considers a particular trade to 
be imprudent or improper even if it does not risk the imposition of sanctions” 

 

The consequences are that cover could be cancelled immediately – and not only for the offending ship, but also 
for the entire fleet associated with that ship or held under common ownership. What could expose a Club, 
however, to the ‘risk of sanctions’ in the current climate is not entirely clear and the lack of definition further 
intensifies the risk.  
 

We previously mentioned the increased activity of the U.S. Department of the Treasury in relation to US 
Sanctions imposed against Venezuela.  A more detailed examination helps with understanding the far-reaching 
effects of sanctions. 

On 12th April 2019 the U.S. Department of the Treasury issued a Press Release setting out the additional 
measures which OFAC has taken. The United States has designated on the SDN list a further nine vessels and 
four owning companies for involvement in the carriage of petroleum cargoes from Venezuela to Cuba, stating; 

 “The United States is continuing to take strong action against the illegitimate regime of former President Nicolas 
Maduro, to include those that prop up Maduro’s regime and contribute to Venezuela’s humanitarian crisis ……… 
We continue to target companies that transport Venezuelan oil to Cuba, as they are profiting while the Maduro 
regime pillages natural resources.”. 

 
 

https://www.lloyds.com/market-resources/market-communications/market-bulletins/market-bulletins
https://www.lloyds.com/market-resources/market-communications/market-bulletins/market-bulletins
https://www.igpandi.org/article/re-imposition-us-secondary-sanctions-targeting-iran-may-2018
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The significance of Friday’s action is that non-US entities have been added to the SDN list, in this case some 
with European domicile.  The US SDN List, in and of itself, does not have extraterritorial effect; that is, the 
naming of an entity to the SDN List does not automatically mean that non-U.S. persons are subject to sanctions 
if they deal with that entity. However, depending on the authorization under which the designation to the SDN 
List was made, or depending on whether certain other sanctions legislation incorporates the SDN List, the 
naming of an entity to the SDN List can impact non-US persons. 

Although the prohibitions flowing from the designation of PdVSA apply only to US persons or to transactions 

with a US nexus, the relevant Executive Order pursuant to which PdVSA was designated provides the US 

Treasury's Office of Foreign Assets Control (OFAC) with the authority to designate non-US persons that engage 

in certain (sanctionable) activity with PdVSA, or with Venezuela in general, as sanctions targets (i.e., on a par 

with PdVSA). The SDN designation tool of OFAC is a way by which the United States expands the application of 

unilateral US sanctions and enforces sanctions against non-US persons, i.e., persons outside or beyond the 

traditional, general “in personam” jurisdiction (or reach) of the United States and US law. 

This action clearly underlines the intention of the US authorities to interpret their sanctions regime against 
Venezuela as applying to non-U.S. persons and to deem that any vessel involved in the petroleum trades 
between Venezuela and Cuba is undertaking sanctionable activity with an attendant risk of being designated.  
 
Becoming a SDN does of course have grave implications for the trading and for the insurance covers of any 
designated vessel/named company. 
 
In line with insurers, banks and other financial industry service providers serving the international shipping 
community we at PLFerrari, forming part of this service group, must prudently advise as follows; 
 
“Insurance Transactions or payments may be prohibited or subject to prohibition or restrictions under 

International Trade Sanctions [ITS] covering (without limitation) trade in certain goods, territories or 

individuals.  Where we discover or have reasonable belief that the arrangements we make or may put in place 

may be in breach of any form of ITS then we may immediately cease any part or all of that arrangement.  This 

may result in us continuing to make arrangements on your behalf for some elements of your insurance program 

and not others.  We will make you aware if this applies.” 

 
As a closing comment to this lengthy Newsletter we would take this opportunity to recommend to all of our 
Clients that, due to the complexity of this matter, they should seek professional advice from specialist lawyers 
regarding sanctions due diligence process and screening for the handling of the daily business or business 
opportunities.  
 
As an addition, and trusting that you will find these of interest, we attach herewith some of the communications 
and circulars which we have collected from various sources for the preparation of this Newsletter.  
 
A particular thanks is extended to the American Club who have kindly assisted by updating their previous 
“  to April 2019, as attached, and as now posted on their 
website under the Loss Prevention tab. 
 
 
P L FERRARI & CO.  
 
 
Disclaimer: This Newsletter provides only a general summary of our understanding of recent sanctions 
developments and is not to be construed as legal advice on sanctions or how to perform due diligence checks.  
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 DEPARTMENT OF STATE 
 

 
  

 
North Korea Sanctions Advisory 

 
Issued: March 21, 2019 
 
Title:   Updated Guidance on Addressing North Korea’s Illicit Shipping Practices  
 
The U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC), with the U.S. 
Department of State and the U.S. Coast Guard, is updating the advisory published on February 
23, 2018.  This advisory provides new information about North Korea’s deceptive shipping 
practices, additional guidance on how to mitigate the risk of involvement in these practices, a 
new graphic depicting certain ports of call, and three new annexes.  The U.S. government 
recommends that all parties involved in the shipping industry and related commercial entities — 
including ship owners, managers, and operators, brokers, flag registries, oil companies, port 
operators, shipping companies, classification service providers, insurance companies, and 
financial institutions — be aware of the practices set out in this advisory in order to implement 
appropriate controls to identify North Korea’s illicit shipping practices.   
 
Despite robust U.S. and United Nations (UN) sanctions on North Korea, North Korea continues 
to evade sanctions, particularly through illicit ship-to-ship transfers of refined petroleum and 
coal.  In 2018, North Korean ports received at least 263 tanker deliveries of refined petroleum 
procured from UN-prohibited ship-to-ship transfers.  If these tankers were fully laden when they 
made their delivery, North Korea would have imported 3.78 million barrels, or more than seven 
and a half times the allowable amount of refined petroleum (i.e., 500,000 barrels/year) under UN 
Security Council Resolution (UNSCR) 2397.   
 
In addition to continued illicit imports of refined petroleum, North Korea has resumed exports of 
coal in the Gulf of Tonkin.  UNSCR 2371, adopted in August 2017, prohibits the procurement of 
North Korean-origin coal, and UNSCR 2397, adopted in December 2017, acknowledges that the 
proceeds of North Korea’s trade in sectoral goods, including coal, contribute to the regime’s 
nuclear weapons and ballistic missile programs.  The United States will continue to use its 
sanctions authorities to target persons in various industries, including, but not limited to, the 
shipping industry that further North Korea’s illicit revenue-generating schemes that fund the 
regime’s nuclear weapons and ballistic missile programs.     
 
This advisory now contains five annexes, three of which are new.  The first provides an overview 
of U.S. and UN sanctions relevant to the shipping industry, including a non-exhaustive list of 
bases for which persons may be sanctioned by OFAC.  The second provides an updated list of 28 
North Korean tankers known to be capable of engaging in ship-to-ship transfers of refined 
petroleum products and other banned goods.  The new third annex provides specific guidance for 
UN Member States and relevant industry actors on best practices to avoid engaging in North 

DEPARTMENT OF THE TREASURY 
 

UNITED STATES COAST GUARD 
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Korea-related illicit activities.  The new fourth annex provides a list of 18 vessels that are 
believed to have engaged in illicit ship-to-ship transfers of refined petroleum with North Korean 
tanker vessels.  The new fifth annex provides a list of 49 vessels that are believed to have 
exported North Korean-origin coal.  
 
The United States, along with Australia, Canada, France, Italy, Japan, and the United Kingdom, 
have highlighted these deceptive practices at the International Maritime Organization (IMO) to 
call all IMO Member States’ attention to these deceptive shipping practices, and to remind all 
Members States of the requirements and guidance contained in relevant IMO instruments.  The 
IMO consequently issued Circular MSC.1/Circ. 1602 on March 5, 2019, to call the attention of 
all Member States and other maritime industry stakeholders to North Korea’s deceptive 
practices.  The United States requests that UN Member States, port state control authorities, and 
flag registries provide this advisory to all relevant persons in their jurisdictions. 
 
Deceptive Shipping Practices Employed by North Korea 
 
The following are tactics used by North Korea and other illicit actors to obfuscate the identities 
of vessels and cargo, including origin and destination:   
 

• Disabling Automatic Identification System (AIS):  AIS is an internationally accepted 
maritime safety and navigation-related system that transmits, at a minimum, a vessel’s 
identification and select navigational and positional data via very high frequency radio 
waves.  The International Convention for the Safety of Life at Sea requires that certain 
classes of vessels on international voyages maintain automatic broadcasts.  North Korea-
flagged merchant vessels often intentionally disable their AIS transponders to mask their 
movements.  Similarly, vessels with which North Korea conducts ship-to-ship transfers 
will typically disable AIS to evade detection to facilitate illicit trade.  This tactic, whether 
employed by North Korea-flagged vessels or third-country vessels involved in trade with 
North Korea, is a red flag for potentially illicit activity, as it is a violation of international 
regulations and is often done to conceal the origin or destination of cargo associated with 
North Korea.  The United Nations Security Council (UNSC) 1718 Committee’s Panel of 
Experts (PoE) issued its report on March 5, 2019 and recommends that protection and 
indemnity insurance and reinsurance companies and petroleum product trading, refining 
and producing companies include an “AIS switch-off clause” and AIS screening in 
contracts for at-risk vessels operating in relevant regions.1 
 

• Physically Altering Vessel Identification: Maritime vessels meeting certain tonnage 
thresholds are required to display their name and IMO number (a unique, seven-digit 
vessel identification code) in a visible location either on the ship’s hull or superstructure.  
A vessel’s IMO number is intended to be permanent regardless of a change in a vessel’s 
ownership or name.  North Korea-flagged vessels have illegitimately painted over vessel 
names and IMO numbers to obscure their identities and pass themselves off as different 

                                                 
1 The UNSC PoE report published on March 5, 2019 can be found here: 
https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports.  

https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports
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vessels.  As noted in the March 5, 2019 UNSC PoE report, the UN-designated Yuk Tung 
engaged in vessel spoofing by transmitting a false AIS and used the IMO number of a 
different vessel. 
 

• Ship-to-Ship Transfers: A ship-to-ship transfer is the movement of cargo from one ship 
to another while at sea, rather than in port.  Ship-to-ship transfers can conceal the origin 
or destination of the transferred cargo.  North Korea operates a fleet of at least 28 tankers 
capable of engaging in ship-to-ship transfers of refined petroleum products, and at least 
33 ships that are capable of transporting coal.  See Annexes 2, 4, and 5 for relevant lists 
of names and IMO numbers of vessels, though the names are subject to change and the 
IMO numbers may be obfuscated as North Korea seeks to conceal the identity of vessels 
engaging in illicit trade.  The following map shows the area where ship-to-ship transfers 
of refined petroleum commonly occur:   

 
• Falsifying Cargo and Vessel Documents: Complete and accurate shipping 

documentation is critical to ensuring all parties to a transaction understand the parties, 
goods, and vessels involved in a given shipment.  Bills of lading, certificates of origin, 
invoices, packing lists, proof of insurance, and lists of last ports of call are examples of 
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documentation that typically accompanies a shipping transaction.  North Korea routinely 
falsifies these documents to obscure the origin or destination of cargo.  
 

• Manipulating AIS: North Korea-flagged vessels sometimes manipulate the data 
transmitted via AIS.  Such manipulation could include altering vessel names, IMO 
numbers, Maritime Mobile Service Identities (MMSIs), 2 or other unique identifying 
information.  This tactic can conceal a vessel’s next port of call or other information 
regarding its voyage.   

 
The following graphic shows ports of call before and after ship-to-ship transfers of refined 
petroleum: 
 

 
                                                 
2 Vessels use an MMSI, which is a series of nine digits sent in digital form over a radio frequency channel, in order 
to uniquely identify ship stations, ship earth stations, coast stations, coast earth stations, and participate in group 
calls.   
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Risk Mitigation Measures 
 
North Korea’s deceptive practices are intended to circumvent existing sanctions compliance 
controls used by the shipping industry and other actors involved in shipping-related transactions, 
such as insurance companies and financial institutions.  The following measures may mitigate 
the risks posed by North Korea’s deceptive shipping practices: 
 

• Research a Ship’s History to Identify Regular AIS Manipulation: As part of their due 
diligence, parties that are involved in the supply chain of ship-to-ship transfers of refined 
petroleum – oil providers, ship captains, crew, brokers, ship owners, managers, operators, 
and insurers – should research a vessel’s AIS history to help determine whether the vessel 
may be involved in illicit activities.  Parties involved in the import of coal in the Gulf of 
Tonkin should undertake similar measures.   
 

• Monitor for AIS Manipulation and Disablement: Ship registries, insurers, charterers, 
ship owners, oil providers, and port state control entities should consider investigating 
vessels that appear to have turned off their AIS while operating in the area surrounding 
the Korean peninsula, in the East China Sea, or in the Gulf of Tonkin.  Any other signs of 
AIS transponder manipulation should also be considered a red flag and investigated fully 
prior to entering into contracts with, continuing to provide services to, or engaging in 
other activities with such vessels (including processing financial transactions in 
connection with the vessel’s activities).  Service providers should monitor the AIS 
transmissions of ships capable of transporting oil that operate in the East China Sea, or 
coal in the Gulf of Tonkin, and other areas where ship-to-ship transfers occur.  Service 
providers should consider amending contracts to make disabling or manipulating AIS 
grounds for investigation, which could lead to termination of services or contracts if illicit 
activity is identified.  The United States welcomes the actions of international protection 
and indemnity (P&I) clubs that have issued circulars on the dangers of North Korean 
shipping that also explicitly note that insurance will be withdrawn if vessels are engaged 
in these activities, and encourages all relevant commercial entities to do the same. 
 

• Promote Continuous AIS Broadcasts: Port state control authorities in East Asia and 
Southeast Asia, including the Gulf of Tonkin, should remind oil tankers and ships 
transporting coal arriving and leaving their jurisdictions of the requirement to maintain 
AIS broadcasts.  Doing so promotes compliance with the International Convention for the 
Safety of Life at Sea, and port authorities in those locations should remind ships that AIS 
manipulation and disablement are red flags for illicit activity.  Shipping industry 
associations should circulate this advisory to the companies with which they interact or 
create their own version and circulate to their members. 

 
• Petroleum Supply Chain Due Diligence: Encourage oil companies to mandate that 

those in the supply chain conduct due diligence to ensure that each recipient and 
counterparties are not providing oil to a North Korean tanker, and to mandate that they 
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perform end-use checks for ships that conduct ship-to-ship transfers, particularly in the 
ship-to-ship transfer area identified in the graphic above. 
 

• Conduct Research Prior to Ship-to-Ship Transfers: Vessel operators conducting ship-
to-ship transfers in the area highlighted in the graphic on page 3 should be aware of the 
potential for North Korean vessels to use deceptive practices to hide their identities, 
including by using false vessel names or IMO numbers.  Vessel operators should ensure 
that they have verified the vessel name, IMO number, and flag prior to engaging in such a 
transfer, and ensure there is a legitimate business purpose for the ship-to-ship transfer. 
 

• Review All Applicable Shipping Documentation: Individuals and entities processing 
transactions pertaining to shipments potentially involving North Korea-flagged vessels or 
shipments to or from North Korea should ensure that they request and review complete 
and accurate shipping documentation.  Such shipping documentation should reflect the 
details of the underlying voyage, including the vessel, cargo, origin, destination, and 
parties to the transaction.  Any indication of manipulated shipping documentation is a red 
flag for potential illicit activity and should be investigated fully prior to continuing with 
the transaction.  In addition, documents related to ship-to-ship transfers should 
demonstrate that the underlying goods were delivered to the port listed in the 
documentation. 
 

• Clear Communication with International Partners: Not all parties to a shipping 
transaction may be subject to the same sanctions regimes, so clear communication is a 
critical step for international transactions.  Clearly communicating U.S. and UN sanctions 
obligations and the steps required to ensure compliance with them to parties involved in a 
transaction can ensure more effective compliance with relevant sanctions programs.  We 
encourage all parties involved in the shipping industry to share this advisory with those in 
your supply chain.  

 
• Leverage Available Resources: There are several organizations that provide commercial 

shipping data, such as ship location, ship registry information, and ship flagging 
information.  This data should be incorporated into due diligence practices, along with 
available information from OFAC, the UN, and the Coast Guard, as outlined below in the 
“North Korea Sanctions Resources” section of this advisory.   

 
Penalties for Violations of U.S. and UN Sanctions Regimes 
 
Individuals and entities engaged in shipping-related transactions should be aware of the potential 
consequences for engaging in prohibited or sanctionable conduct. 
 
OFAC investigates apparent violations of its regulations and exercises enforcement authority as 
outlined in its Economic Sanctions Enforcement Guidelines.  Persons that violate U.S. sanctions 
with respect to North Korea may face civil monetary penalties and criminal prosecution.  Each 
violation of U.S. sanctions on North Korea is subject to a civil monetary penalty of up to the 
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greater of $295,141 or twice the value of the underlying transaction.3  See OFAC’s Resource 
Center for additional information regarding OFAC’s enforcement authorities, Economic 
Sanctions Enforcement Guidelines, recent civil penalties, and other enforcement actions.  
 
DPRK-related UNSCRs also provide various mechanisms for ensuring compliance with UNSCR 
obligations.  The UNSC’s 1718 Committee may require a Member State to deregister a ship 
designated by the UN for sanctions evasion and may also direct that Member States prohibit the 
vessel from entering their ports.  If there are reasonable grounds to suspect that a ship is carrying 
UN-prohibited cargo, a UN Member State may inspect the ship on the high seas with the consent 
of the flag state. The flag state may also direct the vessel to proceed to a specific port for 
inspection.  Vessels whose registration cannot be confirmed or that are deregistered by the flag 
state may be treated as a vessel without nationality and be subject to the laws of the nation 
conducting the inspection.  
 
North Korea Sanctions Resources 
 
For questions or concerns related to OFAC sanctions regulations and requirements, including to 
disclose a potential violation of U.S. sanctions regulations, please contact OFAC’s Compliance 
Hotline at 1-800-540-6322 or via OFAC_Feedback@treasury.gov.  To submit a request for a 
specific OFAC license, see https://licensing.ofac.treas.gov/Apply/Introduction.aspx. 
 
IHS Maritime is the manager of the IMO ship numbering scheme.  For verification of IMO 
numbers for individual ships, you can find existing IMO numbers at 
https://gisis.imo.org/Public/SHIPS/Default.aspx.  IHS Maritime can be contacted via email at 
mailto:ship.imp@ihs.com or at the following address:  IHS Maritime, Sentinel House, 163 
Brighton Road, Surrey CR5 2YH, United Kingdom. 
 
The U.S. Coast Guard, in coordination with the U.S. Department of State, maintains a list of 
vessels that will be denied entry to all U.S. ports pursuant to Title III of the Countering 
America’s Adversaries Through Sanctions Act.  This list is periodically updated and located 
here:  http://www.nvmc.uscg.gov/CAATSA.aspx . This list is separate from that maintained by 
OFAC or described in Annex 2.  For questions regarding the list, please call or e-mail the U.S. 
Coast Guard’s Headquarters Port State Control Division at portstatecontrol@uscg.mil. 
 
To report potential North Korea-related UN shipping violations, including suspected ship-to-ship 
transfers with North Korea-flagged vessels in violation of UN requirements, please e-mail: 
DPRKcargo@state.gov. 
 
  

                                                 
3 Consistent with the Federal Civil Penalties Inflation Adjustment Act Improvements Act of 2015, Sec. 701 of Public Law 114-74 
(FCPIA), as amended on March 19, 2018, OFAC adjusted the maximum civil penalty amounts available for violations of the 
International Economic Emergency Powers Act to $295,141 or twice the value of the underlying transactions, and will adjust 
those amounts annually.   

https://www.treasury.gov/resource-center/sanctions/CivPen/Pages/civpen-index2.aspx
https://www.treasury.gov/resource-center/sanctions/CivPen/Pages/civpen-index2.aspx
mailto:OFAC_Feedback@treasury.gov
https://licensing.ofac.treas.gov/Apply/Introduction.aspx
https://gisis.imo.org/Public/SHIPS/Default.aspx
mailto:ship.imp@ihs.com
http://www.nvmc.uscg.gov/CAATSA.aspx
mailto:portstatecontrol@uscg.mil
mailto:DPRKcargo@state.gov
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ANNEX 1 
 

Overview of Sanctions Related to the Maritime Industry 
 
Insurers, flag registries, shipping companies, financial institutions, and others involved in 
shipping-related transactions may be subject to one or more sanctions prohibitions related to 
North Korea.  A high-level overview of these prohibitions follows, but all individuals and 
entities reviewing this advisory are encouraged to ensure they understand fully all sanctions 
obligations that pertain to their activities.  Please note this section is current as of the date of this 
advisory—the most up-to-date information can be found at the websites listed in the footnotes 
below. 
 
The United States prohibits, among other things:4 
 

• Any transactions or dealings involving the property or interests in property of the 
Government of North Korea or the Workers’ Party of Korea; 

• Direct or indirect exports and imports to or from North Korea of nearly all goods, 
services, and technology;  

• Vessels that have called at a port in North Korea in the previous 180 days, and vessels 
that have engaged in a ship-to-ship transfer with such a vessel in the previous 180 days, 
from calling at a port in the United States; and  

• Registering a vessel in North Korea, obtaining authorization for a vessel to fly the North 
Korea flag, and owning, leasing, operating, and insuring any vessel flagged by North 
Korea.   

 
The United Nations requires Member States to prohibit, among other things:5 
 

• Owning, leasing, operating, chartering, or providing vessel classification, certification or 
associated service and insurance or re-insurance, to any DPRK-flagged, -owned, -
controlled, or -operated vessel;  

• Providing insurance or re-insurance services to vessels Member States have reasonable 
grounds to believe were involved in activities or the transport of items prohibited by the 
relevant resolutions;  

• Providing bunkering or servicing of North Korean vessels suspected of carrying 
prohibited items;  

• Ship-to-ship transfers to or from North Korea-flagged vessels of any goods or items that 
are supplied, sold, or transferred to or from North Korea; and  

                                                 
4 These prohibitions apply to transactions by a U.S. person or within the United States, including those that pass through the U.S. 
financial system.  In addition, this document is explanatory only and does not have the force of law.  This document does not 
supplement or modify the statutory authorities, Executive orders (E.O.s), or regulations. For additional details on OFAC 
prohibitions related to North Korea, see www.treasury.gov/ofac 
 
5 All UN Member States have a legal obligation to implement the sanctions measures required by UNSCRs.  North Korea-related 
UNSCRs can be found at the 1718 Sanctions Committee website at https://www.un.org/securitycouncil/sanctions/1718. 

http://www.treasury.gov/ofac
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• Port entry of vessels if designated by the UNSC or if a State has information that 
provides reasonable grounds to believe that the vessel is owned, controlled, or operated 
by persons or entities designated by the UNSC.   

 
While the U.S. government imposes a comprehensive prohibition on the importation of goods 
from North Korea, the UN requires Member States to prohibit the importation from North 
Korea of the following: 

 
• Coal 
• Textiles 
• Seafood 
• Iron and iron ore 
• Lead and lead ore 
• Copper 
• Nickel  
• Zinc 
• Gold 

• Silver 
• Titanium ore 
• Rare earth metals 
• Vanadium ore 
• Statues and monuments 
• Conventional arms 
• Food and agricultural 

products 
• Machinery 

• Electrical equipment 
• Earth and stone, 

including magnesia and 
magnesite 

• Wood 
• Vessels 
• Fishing rights 

 
Similarly, while the U.S. government imposes a comprehensive prohibition on the exportation of 
goods to North Korea from the United States or by U.S. persons, the UN requires Member States 
to prohibit the exportation to North Korea of the following goods: 
 

• Refined petroleum* 
(beyond 500,000 
barrels/year) 

• Crude oil* (beyond 
4,000,000 
barrels/year) 

• Aviation fuel (except 
fuel required for an 
aircraft to return to 
North Korea) 

• Rocket fuel 
• Condensates and 

natural gas liquids 
• Industrial machinery 
• All transportation 

vehicles (including 
motor vehicles, 
trucks, trains, ships, 
aircraft, helicopters) 

• Iron, steel, and other 
metals 

• Conventional arms 
• Ballistic missiles 
• Weapons of mass 

destruction & 
components 

• Luxury goods 

 
*Any transfers below the annual cap established by the UNSC (a) must be fully reported to 

the 1718 Sanctions Committee within 30 days, (b) must not involve any individual or entity 

associated with the DPRK’s nuclear or ballistic missile programs or other UNSC-prohibited 

activities, and (c) must be exclusively for livelihood purposes of DPRK nationals and 

unrelated to generating revenue for the DPRK’s nuclear or ballistic missile programs or 

other UNSC-prohibited activities.  If any of these three conditions are not met, even 

transactions below the authorized annual cap are a violation of UNSCR 2397. 
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UNSC measures (to be implemented by UN Member States): 
 
Actions on the high seas:  

• Inspect vessels with consent of the flag State, on the high seas, if inspecting State has 
information that provides reasonable grounds to believe that the vessel carries prohibited 
cargo (discretionary);  

• Flag state to cooperate with such inspections (discretionary); and  
• Flag state to direct suspected vessels to proceed to an appropriate and convenient port for 

the required inspection by local authorities if the flag state refuses to permit inspection on 
the high seas (mandatory). 

 

Actions within the territorial sea or within ports: 

• Seize, inspect, and freeze (impound) any vessel in its ports when there are reasonable 
grounds to believe that a vessel is transporting prohibited items or was involved in 
prohibited activities involving North Korea (mandatory); 

• Seize, inspect, and freeze (impound) any vessel subject to its jurisdiction in its territorial 
waters if there are reasonable grounds to believe that the vessel transported prohibited 
items or was involved in prohibited activities involving North Korea (discretionary); and 

• Inspect cargo going to or from North Korea by sea, air, rail, or road (mandatory). 
 

Actions on high seas or in territorial waters/ports: 

• Seize and dispose of any items the transport of which is prohibited by the UNSCR that is 
discovered in inspections (mandatory). 

 

Registration and other flag State responsibilities: 

• Immediately deregister a vessel if the UNSC’s 1718 Committee designates a vessel for 
refusing to comply with flag State direction to permit inspection on the high seas or to 
proceed to port for inspection (mandatory);  

• Deregister, and cease to provide classification services for, any vessel that State has 
reasonable grounds to believe was involved in activities, or transported items, prohibited 
by UNSCRs and to deregister any vessel that is owned, operated, or controlled by the 
DPRK as well as deny registration of vessels deregistered by other member states or flag 
registries for violation of sanctions (mandatory); 

• Immediately deregister any vessel designated by the 1718 Sanctions Committee 
(mandatory); and 

• When deregistering vessels that were involved in UNSCR violations, the registry should 
note the reason for deregistration as “violation of United Nations Security Council 
resolutions against the DPRK” on the certificate of deregistration (discretionary). 

 
Risks for Masters and Crews 

• Vessels may only be flagged under one Flag State at a time and may not change flag 
during a voyage or while in a port of call except in the case of a real transfer of 
ownership or change in registration.  There must be a genuine link between the Flag State 
and the vessel for valid registration.  A vessel claiming more than one flag according to 
convenience is not entitled to the protection of any flag and may be treated as a vessel 
without nationality and subject to the jurisdiction of any state conducting an inspection or 
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boarding at sea or within a port.  Similarly, a vessel that makes a claim of registry which 
cannot be confirmed may also be treated as without nationality and subject to the laws of 
the nation conducting the inspection.   

• Masters and crews must have full confidence in their owners, managers, and operators 
that their vessels are properly flagged and maintained.  When required registry, safety, 
pollution prevention, and manning certificates do not match or the required Continuous 
Synopsis Record is not being properly maintained, these should be warning signs to the 
master and crew that the vessel’s registration could be suspect.  

• Masters and crews who knowingly make false claims of registration are responsible for 
their actions including the potential for prosecution or actions against their credentials.  

 
Risks for Ownership and Management 

• Owners and managers of vessels should have proper know your customer documentation 
for their operators and charterers as the owners and managers are ultimately liable for all 
actions undertaken by the vessel. 

• Owners, operators, and managers are responsible for ensuring their vessels are properly 
flagged and comply with the Flag State’s requirements as well as ensuring the vessel’s 
registry, Continuous Synopsis Record and other required certificates are up-to-date. 
Vessels improperly or fraudulently flagged may be treated as without nationality and 
subject to the laws of a country conducting an inspection or boarding. 

 
Activities That Could Result in the Imposition of Sanctions: 
 
OFAC designations under U.S. statutes and Executive Orders: 
 
U.S. law requires the U.S. government to impose sanctions on any person determined to 
knowingly, directly or indirectly: 

• Provide significant amounts of fuel or supplies, provide bunkering services, or facilitate a 
significant transaction or transactions to operate or maintain a vessel or aircraft that is 
designated under a North Korea-related E.O. or UNSCR, or that is owned or controlled 
by a person designated under a North Korea-related E.O. or UNSCR; or 

• Insure, register, facilitate the registration of, or maintain insurance or registration for, a 
vessel owned or controlled by the Government of North Korea. 

 
The U.S. government also aggressively targets for designation any person, among others, that: 

• Engages in a significant export to or import from North Korea; or 
• Operates in the transportation industry in North Korea. 

 
If the Secretary of the Treasury, in consultation with the Secretary of State, determines that a 
foreign financial institution has knowingly conducted or facilitated a significant transaction in 
connection with trade with North Korea, or knowingly conducted or facilitated a significant 
transaction on behalf of a person blocked under North Korea-related Executive orders, that 
institution may, among other potential restrictions, lose the ability to maintain a correspondent 
account in the United States.  
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UN designations: 
 
The Security Council or the Sanctions Committee Established Pursuant to UNSCR 1718 (the 
1718 Committee) may designate for targeted sanctions (asset freeze and, for individuals, travel 
ban) any individual or entity engaged in or providing support for, including through other illicit 
means, North Korea’s nuclear-related, other weapons of mass destruction-related and ballistic 
missile-related programs. 
 
In addition, the 1718 Committee may list vessels with a variety of consequences to be imposed 
by all UN Member States.  The 1718 Committee could list a vessel for a global port entry ban for 
engaging in activities prohibited by North Korea-related UNSCRs or transporting prohibited 
items from the DPRK, as authorized by paragraph 6 of UNSCR 2371 (2017).  The Committee, as 
authorized by paragraph 12 of UNSCR 2321 (2016), could also list vessels for (a) deflagging, (b) 
direction to a designated port for inspection and follow-on actions, (c) a global port entry ban, 
and/or (d) an asset freeze (impoundment).   
 
Finally, when States have information about vessels on the high seas that provides reasonable 
grounds to believe that the cargos of such vessels contain items the supply, sale, transfer, or 
export of which are prohibited by relevant UNSCRs, and the vessels are uncooperative, the 1718 
Committee may take a variety of actions.  If the flag State of the vessel neither consents to 
inspection on the high seas nor directs the vessel to proceed to an appropriate and convenient 
port for the required inspection, or if the vessel in question refuses to comply with flag State 
direction to permit inspection on the high seas or to proceed to such a port, then the 1718 
Committee shall consider designating the vessel for an asset freeze and other measures 
authorized in paragraph 12 of UNSCR 2321 (2016).  Further, when the 1718 Sanctions 
Committee makes the designation, the relevant flag State must immediately deregister that 
vessel.  Any State that does not receive the cooperation of a flag State of a vessel suspected of 
carrying illicit cargo on the high seas must promptly submit a report to the 1718 Committee 
containing relevant details regarding the incident, the vessel and the flag State, which the 1718 
Committee will publish on its website on a regular basis. 
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ANNEX 2 

 
North Korean Vessels Capable of Engaging in Ship-to-Ship Transfers of Petroleum 

 
NOTE:  This annex is not a sanctions list or a comprehensive list of vessels in which 
blocked persons may have an interest.  While some vessels on this list may be property in 
which a blocked person has an interest, the inclusion of a vessel in this annex does not 
constitute a determination by OFAC that the vessel has been identified as property in 
which a blocked person has an interest.  Persons subject to sanctions can be found on 
OFAC’s List of Specially Designated Nationals and Blocked Persons (SDN List) and other 
sanctions lists, which can be searched here. 
 

Ship Name IMO 
AN SAN 1 7303803 
CHON MA SAN  8660313 
CHON MYONG 1 8712362 
CHONG RIM 3 8665131 
JI SONG 6 8898740 
KANG DONG 8977900 
KU BONG RYONG 8983404 
KUM PIT 1 8613578 
KUM UN SAN 8720436 
MA DU SAN 8021579 
MU BONG 1 8610461 
MYONG RYU 1 8532413 
NAM SAN 8 8122347 
PAEK MA 9066978 
PO CHON  8848276 
PU RYONG (aka KUM UN SAN 3) 8705539 
RYE SONG GANG 1 7389704 
SAEBYOL (aka CHONG RIM 2) 8916293 
SAM JONG 1 8405311 
SAM JONG 2 7408873 
SAM MA 2 8106496 
SONG WON  8613360 
TONG HUNG 5 8151415 
UN PHA 2 8966535 
WAN HENG 11  
(AKA KUM JIN GANG 3) 8791667 
YU JONG 2 8604917 
YU PHYONG 5 8605026 
YU SON (aka Y CHUN) 8691702 

https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
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ANNEX 3 
 

Guidance for Member States and Industry to  
Avoid Illicit North Korean Maritime Trade  

 
UN Member States 
 

• Include in National Implementation Reports, as required under relevant UNSCRs, 
information about how Member States are implementing the port entry ban, deflagging, 
and asset freeze obligations, as appropriate. 
 

• Encourage shipping industry associations to disseminate this advisory to members, or 
draft a similar advisory and disseminate that to members.  
 

• Encourage manning agencies to prominently display this advisory in their offices for 
prospective crew members to review. 

 
Oil Companies and Refineries 
 

• Global commodity traders and companies in the supply chain that provide oil to tankers 
operating in the East China Sea, should conduct research on the AIS history of vessels 
that will carry their product to determine if the vessel has a pattern of AIS disablement or 
manipulation, which could indicate involvement in illicit activities. 
 

• Global commodity traders, and companies in the supply chain that provide oil to tankers 
operating in the East China Sea, should require knowledge of the ultimate end-user of 
their products.  
 

• Petroleum product trading, refining and producing companies should include an “AIS 
switch-off clause” and AIS screening in contracts for at-risk vessels operating in relevant 
regions. 

 
Maritime Insurance Companies 

 
• Insurance companies should, as part of the due diligence process before extending 

coverage and at presentment of a claim from a covered vessel, research the AIS history of 
vessels that transport oil and that operate in the East China Sea to determine if the vessel 
has a pattern of AIS disablement or manipulation, which could indicate involvement in 
illicit activities. 

 
• Insurance companies should consider inserting contractual language that states that 

disabling or manipulating AIS is an indication of potentially prohibited activity and is 
grounds for investigation, which could lead to revocation of services if illicit activity is 
discovered. 
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• Protection and indemnity insurance and reinsurance companies should include a “AIS 
switch-off clause” and AIS screening in contracts for at-risk vessels operating in relevant 
regions. 

 
Port State Control Authorities (in Southeast Asia and East Asia) 
 

• As part of the normal port state control communications, remind oil tankers arriving and 
leaving their jurisdictions of the requirement to maintain AIS broadcasts, in compliance 
with the International Convention for the Safety of Life at Sea, and remind the ships that 
AIS manipulation and disablement is a red flag indicator of illicit activity.   
 

Shipping Industry Associations 
 

• Disseminate this advisory to members or create a similar advisory and disseminate to 
members, to raise awareness of North Korea’s deceptive practices and the ways to 
mitigate the risks of involvement in illicit shipping activities. 

 
Flag Registries 
 

• The use of fraudulent vessel identities undermines the effective implementation of the 
UN Security Council resolutions and potentially undermines a Flag State’s registry if it 
fails to accurately verify the identity of a vessel seeking to reflag to its registry.  
 

• Flag registries should verify the IMO numbers of vessels when receiving an application 
for registration. The IMO numbers can be verified through the GISIS Ship and Company 
Particulars module. If the IMO number and ship name do not clearly match, additional 
investigation should be conducted prior to registering the vessel.  In particular the 
receiving Flag State should contact the previous Flag State to confirm the application 
information and its intended release from its registry. 
 

• It is recommended that the receiving Flag State review and confirm the Continuous 
Synopsis Record with the current Flag State before completing the registration. 
Relatedly, current Flag States are reminded of their duty, under SOLAS Chapter XI-1 
regulation 5.8, to transmit to the receiving Flag State administration a copy of the 
Continuous Synopsis Record covering the period during which the ship was under their 
jurisdiction, together with any Continuous Synopsis Records previously issued to the ship 
by other States. 

 
• Prospective Flag States should also review the U.N. Security Council’s Sanctions List 

Searchable webpage at https://scsanctions.un.org/search/. 
 

• Flag registries should, as part of the due diligence process on new petitions for 
registration and for ships already on the registry, research the AIS history of vessels that 
transport oil and that operate in the East China Sea, to determine if the vessel has a 
pattern of AIS disablement or manipulation, which could indicate involvement in illicit 
activities. 

https://scsanctions.un.org/search/
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• Publish the names and IMO numbers of vessels that have been denied registration or 

deregistered for ties to North Korean illicit shipping activities, so that other flag registries 
can be made aware. 
 

• Publish and disseminate the names and IMO numbers of vessels that have been 
deregistered or for which any registry has denied registration, so that other flag registries 
can be made aware. 
 

• When deregistering vessels that were involved in UNSCR violations, the registry should 
note the reason for deregistration as “violation of United Nations Security Council 
resolutions against the DPRK” on the certificate of deregistration. 
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ANNEX 4 
 

Vessels That Are Believed To Have Engaged In  
Ship-To-Ship Transfers with North Korean Tankers 

 
NOTE:  This annex is not a sanctions list or a comprehensive list of vessels in which 
blocked persons may have an interest.  While some vessels on this list may be property in 
which a blocked person has an interest, the inclusion of a vessel in this annex does not 
constitute a determination by OFAC that the vessel has been identified as property in 
which a blocked person has an interest.  Persons subject to sanctions can be found on 
OFAC’s List of Specially Designated Nationals and Blocked Persons (SDN List) and other 
sanctions lists, which can be searched here. 
 

Ship Name IMO Flag State 
BINTANG 7706615 Unknown 
CHAN FONG 7350260 Togo 
JIN HYE aka PEARL 1 8518572 Sierra Leone 
KATRIN (formerly: D1325; 
GOLDEN) 8712790 

Panama 

KINGSWAY (formerly: 
BILLIONS NO 18) 9191773 

 
Unknown 

KOTI 9417115 Panama / Togo 

LUNIS 9200859 
Republic of 

Korea 
MIN NING DE YOU 078 Unknown Unknown 
NEW REGENT 8312497 Panama 
NYMEX STAR 9078191 Unknown 
OU YANG JI XIANG 
(formerly: HATCH; KOYA) 9396878 

Unknown 

SEA TANKER II 9664483 Singapore 
SHANG YUAN BAO 8126070 Unknown 
SUBBLIC  
(formerly: XIN YUAN 18) 8126082 

 
Togo 

TANTAL  8907670 Russia 
TIANYOU 8817007 Sierra Leone 
VITYAZ 8125703 Russia 
YUK TUNG 9030591 Unknown 

 
 
  

https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
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ANNEX 5 
 

Vessels That Are Believed To Have Exported  
North Korean Coal Since August 5, 2017 

 
NOTE:  This annex is not a sanctions list or a comprehensive list of vessels in which 
blocked persons may have an interest.  While some vessels on this list may be property in 
which a blocked person has an interest, the inclusion of a vessel in this annex does not 
constitute a determination by OFAC that the vessel has been identified as property in 
which a blocked person has an interest.  Persons subject to sanctions can be found on 
OFAC’s List of Specially Designated Nationals and Blocked Persons (SDN List) and other 
sanctions lists, which can be searched here. 
 
 

Ship Name IMO Flag State 
ANSHUN 9634359  Unknown 
ASIA BRIDGE 8916580 Togo 
ASIA HONOR 8405220 Unknown 
CHONG BONG 8909575 North Korea 
DAE BONG 1 8408193 North Korea 
DONG FENG 6 9008201 Unknown 
FENG SHUN 9097032  Unknown 
FLOURISHING 8421315 Unknown 
FOREVER LUCKY 9003653 Unknown 
GOO RYONG 8201870 North Korea 
HAE SONG 1 8995990 North Korea 
HO CHON GANG 8415287 North Korea 
HUA FU 9020003  Unknown 
HUNG BONG 3 8603286 North Korea 
JA RYOK 9826952 North Korea 
JANG UN 8822260  North Korea 
JI NAM SAN 9114555 North Korea 
JI SONG 15 9004671 North Korea 
JIA FENG 9136541 Togo 
JON SUNG 7 8511251 North Korea 
K. MORNING 9021576 North Korea 
KA RIM CHON 8314811  North Korea 
KAL MA 8503228  North Korea 
KO SAN 9110236 North Korea 
KUM DAE 9020223 North Korea 
KUM SAN BONG 8810384 North Korea 

https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
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LUCKY STAR 9015278 Togo 
MAN CHUNG 1 8406858 North Korea 
MYONG SIN 9045182 North Korea 
NAM DAE CHON 9138680  North Korea 
NORTHERN LUCK 9061227 North Korea 
ORIENT SHENYU 8671611  Unknown 
ORIENTAL TREASURE 9115028 Unknown 
PAEK YANG SAN  9020534  North Korea 
PETREL 8 9562233  Unknown 
PHO PHYONG 8417962  North Korea 
RICH GLORY 8649905 Sierra Leone 
RYON HWA 2 8415433 North Korea 
RYON HWA 3 8312227 North Korea 
SEA STAR 3 8319005  North Korea 
SO BAEK SAN 8658267 North Korea 
SU SONG 9024889 North Korea 
TAE YANG 8306929  North Korea 
TALENT ACE 9485617 Unknown 
THAE PHYONG SAN 9009085 North Korea 
THAE SONG 8748713 North Korea 
TONG SAN 2 8937675  North Korea 
UN BONG 2 8913186 North Korea 
XIN GUANG HAI  9004700 Unknown 
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DEPARTMENT OF THE TREASURY 

 WASHINGTON, D.C. 20220 

 
 
 

 OFAC Advisory to the Maritime Petroleum Shipping Community 
 
Issued:   March 25, 2019 
Subject:  Sanctions Risks Related to Petroleum Shipments involving Iran 

and Syria 
 
The U.S. Department of the Treasury’s Office of Foreign Assets Control (OFAC), with the 
U.S. Department of State and the U.S. Coast Guard, is issuing this advisory to alert persons 
globally to the significant U.S. sanctions risks for parties involved in petroleum shipments to 
the Government of Syria.  These shipments create significant sanctions risk for entities and 
individuals in the shipping industry, including shipping companies, vessel owners, managers, 
operators, insurers, and financial institutions.  Countries such as Iran and Russia have been 
involved in providing the Government of Syria with petroleum.  Those who in any way facilitate 
the financial transfers, logistics, or insurance associated with these or other petroleum 
shipments are at risk of being targeted by the United States for sanctions. The United States 
is committed to disrupting illicit financial and other support to the Government of Syria, to 
include transporting petroleum to its state-owned and -operated ports, regardless of the 
location or nationality of those facilitating such support.   
 
The United States and its international partners continue to demonstrate resolve to disrupt 
support for the Assad regime by preventing the normalization of economic and diplomatic 
relations and the provision of reconstruction funding, as well as permanently denying the 
regime the use of chemical weapons.  The United States is committed to isolating the Assad 
regime and its supporters from the global financial and trade system in response to the 
continued atrocities committed by the regime against the Syrian people.  The United States 
and European Union (EU) maintain sanctions programs against Syria, and the United States 
will continue to maximize pressure on the Assad regime and impose additional financial costs 
on the regime and its network of financial and logistics facilitators.   
 
In connection with this activity, in November 2018, OFAC sanctioned Iranian and Russian 
private and public sector entities involved in procuring Iranian oil for Syria.  This scheme 
used a payment offsetting arrangement in which the sale and shipment of Iranian oil to Syria 
provided hundreds of millions of dollars to Iran’s terror proxy groups, including Hizballah, 
HAMAS, and the Islamic Revolutionary Guard Corps Qods Force (IRGC-QF). 
 
United States sanctions regulations broadly prohibit trade and other transactions, subject to 
U.S. jurisdiction, with the Government of Syria, and has the authority to sanction entities or 
individuals who provide support to the Government of Syria—including those who deliver or 
finance petroleum shipments to the Government of Syria or government-owned entities, 
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such as the U.S.-designated Syrian Company for Oil Transport or Banias Refinery 
Company.  
 
This advisory contains an annex providing a non-exhaustive list of vessels that have delivered 
petroleum to Syria, engaged in Ship-to-Ship (STS) transfers of petroleum destined for Syria, 
or have exported Syrian petroleum since 2016.1  Some of these shipments and transfers have 
involved Iranian-origin oil. 
 
Sanctions Risks and OFAC Authorities 
 
Insurers, shipping companies, financial institutions, and others involved in petroleum-related 
shipping transactions with the Government of Syria may be subject to designation under one or 
more sanctions authorities.  Similarly, individuals and entities knowingly engaged in certain 
transactions relating to the purchase, acquisition, sale, transport, or marketing of petroleum or 
petroleum products from Iran or providing material support to certain Iran-related persons on 
OFAC’s list of Specially Designated Nationals and Blocked Persons (SDN List) risk being 
sanctioned under U.S. sanctions authorities relating to Iran, unless an exception applies.   
 
A high-level overview of these sanctions authorities follows.  However, this overview is not 
intended to be a comprehensive summary of all U.S. sanctions authorities related to Syria and 
Iran.  More information on the Syria and Iran sanctions programs can be found on Treasury’s 
website.  Please note this section is current as of the date of this advisory. The most up-to-date 
information can be found on Treasury’s website and the hyperlinks listed in the footnotes below. 
 
Syria 

 

The U.S. government will aggressively target for designation any person who provides 
support to the regime, for example by facilitating exports to or imports from the 
Government of Syria, including government-owned entities, unless such exportation or 
importation is otherwise exempt or authorized.2 
 
The United States also prohibits, among other things, transactions subject to U.S. 
jurisdiction that, directly or indirectly, involve the Government of Syria, or entities 
sanctioned under the Syria Sanctions Regulations (see, e.g., Executive Order 13582, 
                                                      
1 NOTE: This annex is not a sanctions list or a comprehensive list of vessels in which blocked persons may have an 
interest.  While some vessels on this list may be property in which a blocked person has an interest, the inclusion of 
a vessel in this annex does not constitute a determination by OFAC that the vessel has been identified as property in 
which a blocked person has an interest.  Persons subject to sanctions can be found on OFAC’s List of Specially 
Designated Nationals and Blocked Persons (SDN List) and other sanctions lists, which can be searched here.  For 
more information, please see OFAC’s Iran and Syria Sanctions webpages. 
2 The term Government of Syria includes: (a) the state and the Government of the Syrian Arab Republic, as well as 
any political subdivision, agency, or instrumentality thereof, including the Central Bank of Syria; (b) any entity 
owned or controlled, directly or indirectly, by the foregoing, including any corporation, partnership, association, or 
other entity in which the Government of Syria owns a 50 percent or greater interest or a controlling interest, and any 
entity which is otherwise controlled by that government; (c) any person that is, or has been, acting or purporting to 
act, directly or indirectly, for or on behalf of any of the foregoing; and (d) any other person determined by OFAC to 
be included within (a) through (c).  

https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/default.aspx
https://www.treasury.gov/resource-center/sanctions/Programs/Pages/iran.aspx
https://www.treasury.gov/resource-center/sanctions/Programs/pages/syria.aspx
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“Blocking Property of the Government of Syria and Prohibiting Certain Transactions With 
Respect to Syria” and the Syrian Sanctions Regulations, 31 C.F.R. Part 542 (SSR) ). 
 
Iran 

 

The United States is committed to enforcing sanctions against those who engage in 
prohibited transactions under the Iranian Transactions and Sanctions Regulations, 31 C.F.R. 
part 560 (ITSR) , and  will continue to aggressively target those involved in sanctionable 
activities under other Iran-related sanctions authorities in support of the Iranian regime’s 
malign activities.  Pursuant to U.S. sanctions authorities, non-U.S. persons—including 
foreign financial institutions—may be subject to sanctions for knowingly conducting 
significant transactions for, or knowingly providing significant support to, certain Iran-
related persons on OFAC’s SDN List, including the National Iranian Oil Company, the 
National Iranian Tanker Company, and the Islamic Republic of Iran Shipping Lines, unless 
an exception applies.  Further, non-U.S. persons that knowingly own, operate, control, or 
insure a vessel that transports crude oil from Iran to Syria or other countries that have not 
received a significant reduction exception pursuant to section 1245 of the National Defense 
Authorization Act for Fiscal Year 2012 could be subject to secondary sanctions under the 
Iran Sanctions Act.  Even when a significant reduction exception applies, the involvement of 
the IRGC or any other person designated in connection with Iran’s support for international 
terrorism or its proliferation of weapons of mass destruction or their means of delivery is outside 
the scope of the significant reduction exception and the conduct could be subject to U.S. 
sanctions.   
 
OFAC administers and enforces a comprehensive trade embargo against Iran as set forth in the 
ITSR and Executive Orders issued under the authority of the International Emergency Economic 
Powers Act, 50 U.S.C. §§ 1701-06, and other statutes.  The ITSR prohibits most direct and 
indirect transactions with Iran by U.S. persons or within the United States, unless authorized by 
OFAC or exempted by statute.3  Further, absent an applicable exemption or OFAC 
authorization, foreign persons, including foreign financial institutions, are prohibited from 
processing transactions to or through the United States in violation of these prohibitions, 
including transactions through U.S. correspondent accounts for or on behalf of Iranian 
financial institutions, other persons located in Iran, or where the benefit of those services is 
otherwise received in Iran. 
 
Deceptive Shipping Practices  
 
As the global community increases its pressure on the Government of Syria, persons in the 
petroleum shipping industry continue to deploy deceptive practices by obfuscating the 
destination and recipient of oil shipments in the Mediterranean Sea ultimately destined for 
                                                      
3 The ITSR also prohibits entities owned or controlled by a United States person and established or maintained 
outside the United States (“U.S.-owned or -controlled foreign entities”) from knowingly engaging in any transaction 
directly or indirectly with the Government of Iran or any person subject to the jurisdiction of the Government of Iran 
that would be prohibited by the ITSR if the transaction were engaged in by a United States person or in the United 
States. 
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Syria. 
 
The following list provides examples of the types of tactics used to obfuscate the destination 
of petroleum bound for Syria. 
 
Falsifying Cargo and Vessel Documents:  Complete and accurate shipping documentation 
is critical to ensuring all parties to a transaction understand the parties, goods, and vessels 
involved in a given shipment.  Bills of lading, certificates of origin, invoices, packing lists, 
proof of insurance, and lists of last ports of call are examples of documentation that typically 
accompanies a shipping transaction.  Shipping companies have been known to falsify vessel 
and cargo documents to obscure the destination of petroleum shipments. 
 
Ship to Ship (STS) Transfers:  STS transfers are a method of transferring cargo from one 
ship to another while at sea rather than while located in port.  STS transfers can conceal the 
origin or destination of cargo. 
 
Disabling Automatic Identification System (AIS):  AIS is a collision avoidance system, 
which transmits, at a minimum, a vessel’s identification and select navigational and 
positional data via very high frequency (VHF) radio waves.  While AIS was not specifically 
designed for vessel tracking, it is often used for this purpose via terrestrial and satellite 
receivers feeding this information to commercial ship tracking services.  Ships meeting 
certain tonnage thresholds and engaged in international voyages are required to carry and 
operate AIS; however, vessels carrying petroleum to Syria have been known to intentionally 
disable their AIS transponders to mask their movements.  This tactic can conceal the 
destination of cargo destined for the Government of Syria. 
 
Vessel Name Changes:  The owners of vessels that have engaged in illicit activities are 
known to change the name of a vessel in an attempt to obfuscate its prior illicit activities.  
For this reason, it is essential to research a vessel not only by name, but also by its 
International Maritime Organization (IMO) number. 
 
Risk Mitigation Measures 
 
The risk of engaging in prohibited activity or processing prohibited transactions can be 
potentially mitigated by implementing the following types of measures: 
 
Strengthen Anti-Money Laundering/Countering the Financing of Terrorism 
(AML/CFT) Compliance:  Financial institutions and companies are strongly encouraged to 
employ risk mitigation measures consistent with Financial Action Task Force standards 
designed to combat money laundering, and terrorist and proliferation financing.  This 
includes the adoption of appropriate due diligence policies and procedures by financial 
institutions and non-financial gatekeepers and promoting beneficial ownership transparency 
for legal entities, particularly as related to the scenarios outlined above. 
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Monitor for AIS Manipulation:  Ship registries, insurers, charterers, vessel owners, or port 
operators should consider investigating vessels that appear to have turned off their AIS 
while operating in the Mediterranean and Red Seas.  Any other signs of manipulating AIS 
transponders should be considered red flags for potential illicit activity and should be 
investigated fully prior to continuing to provide services to, processing transactions 
involving, or engaging in other activities with such vessels. 
 
Review All Applicable Shipping Documentation:  Individuals and entities processing 
transactions pertaining to shipments potentially involving petroleum shipments to Syria or 
involving oil from Iran should ensure that they request and review complete and accurate 
shipping documentation.  Such shipping documentation should reflect the details of the 
underlying voyage and reflect the relevant vessel(s), flagging, cargo, origin, and destination.  
Any indication that shipping documentation has been manipulated should be considered a red 
flag for potential illicit activity and should be investigated fully prior to continuing with the 
transaction.  In addition, documents related to STS transfers should demonstrate that the 
underlying goods were delivered to the port listed on the shipping documentation. 
 
Know Your Customer:  As a standard practice, those involved in the maritime petroleum 
shipping community, including vessel owners and operators, are advised to conduct Know Your 
Customer (KYC) due diligence.  KYC due diligence helps to ensure that those in the maritime 
petroleum shipping community are aware of the activities and transactions they engage in, as 
well as the parties, geographies, and country-of-origin and destination of the goods involved in 
any underlying shipments.  This includes not only researching companies and individuals, but 
also the vessels, vessel owners, and operators involved in any contracts, shipments, or related 
maritime commerce.  Best practices for conducting KYC on a vessel includes researching its 
IMO number, which may provide a more comprehensive picture of the vessel’s history, travel 
patterns, ties to illicit activities, actors, or regimes, and potential sanctions risks associated with 
the vessel or its owners or operators.  
 
Clear Communication with International Partners:  Parties to a shipping transaction may 
be subject to different sanctions regimes depending on the parties and jurisdictions involved, 
so clear communication is a critical step for international transactions.  Discussing 
applicable sanctions frameworks with parties to a transaction can ensure more effective 
compliance. 
 
Leverage Available Resources:  There are several organizations that provide commercial 
shipping data, such as ship location, ship registry information, and ship flagging 
information.  This data should be incorporated into due diligence best practices, along with 
available information from OFAC as outlined below in the “Syria Sanctions Resources” 
section of this advisory. 
 
Insurance: 
 
There is sanctions risk related to the provision of underwriting services or insurance or 
reinsurance to certain Syrian and Iranian maritime-related persons or activity.  
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Consequences of Violating U.S. Sanctions or Engaging in Sanctionable Conduct 
 
Individuals and entities engaged in shipping-related transactions or transfers destined for the 
Government of Syria or its controlled entities or instrumentalities, or certain transactions 
involving petroleum or petroleum products from Iran or certain Iran-related persons on the 
SDN List, should be aware that engaging in such conduct may result in designation or other 
sanctions under U.S. sanctions authorities unless an exception applies. 
 
In addition, violations of the ITSR or SSR could result in civil enforcement actions or 
criminal penalties for persons or transactions subject to U.S. jurisdiction. 
 
Persons that violate the ITSR or SSR can be subject to significant civil monetary penalties.4  
OFAC investigates and enforces violations of its regulations as outlined in its Economic 
Sanctions Enforcement Guidelines, 31 C.F.R. part 501, Appendix A.  For more information 
regarding civil monetary penalties and other administrative actions taken by OFAC, see the 
Civil Penalties and Enforcement Information portion of OFAC’s web site.  
 
Sanctions Resources 
 
For additional guidance regarding the U.S. sanctions programs on Syria and Iran, please 
consult OFAC’s Syria Sanctions FAQs and Iran Sanctions FAQs pages.  For questions or 
concerns related to OFAC sanctions regulations and requirements, including to disclose a 
potential violation of U.S. sanctions regulations, please contact OFAC’s Compliance 
Hotline at 1-800-540-6322 or via OFAC_Feedback@treasury.gov.  To submit a request for a 
specific OFAC license, see OFAC Licensing.  
 

 
  

                                                      
4 Pursuant to Section 4 of the Federal Civil Penalties Inflation Adjustment Act (1990 Pub. L. 101-410, 104 Stat. 
890; 28 U.S.C. 2461 note), as amended by the Debt Collection Improvement Act of 1996 (Pub. L. 104-134, 110 
Stat. 1321-373) and the Federal Civil Penalties Inflation Adjustment Act Improvements Act of 2015 (Pub. L. 114-
74, 129 Stat. 599, 28 U.S.C. 2461 note) (collectively, the FCPIA Act), requires each federal agency with statutory 
authority to assess civil monetary penalties (CMPs) to adjust CMPs annually for inflation according to a formula 
described in section 5 of the FCPIA Act.   

https://www.treasury.gov/resource-center/sanctions/Documents/fr74_57593.pdf
https://www.treasury.gov/resource-center/sanctions/Documents/fr74_57593.pdf
https://www.treasury.gov/resource-center/sanctions/CivPen/Pages/civpen-index2.aspx
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx#syria_whole
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_iran.aspx
mailto:OFAC_Feedback@treasury.gov.
https://licensing.ofac.treas.gov/Apply/Introduction.aspx
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ANNEX 
 

The following lists identify vessels which have engaged in sanctionable conduct in support of 

the Government of Syria or entities owned by the Government of Syria.  Vessels that have 

been designated as blocked property pursuant to U.S. sanctions regulations are identified on 

the SDN List. 

 

 
Non-Exhaustive List of Vessels That Delivered Oil to Syria 2016-2018 

 
Ship Name IMO 
AKEKSE5 8012114 
KARAKUZ6 9621558 
ANHONA7 9354521 
ARSOS M 9313761 
AZIZ  TORLAK 9558763 
BASILIA 9012305 
CANDY8 9005479 
DEVREZ 9120994 
DISTYA9 9087972 
DISTYA PUSHTI 9179127 
EFTYXIA GAS 8813116 
ENERGY  GAS 9034690 
FELIX10 9003079 
GEM11 8919752 
GEROY ROSSII 
PYATNITSKIKH 

9673214 

GOEAST 7526924 
GOLDEN  SEA 8800298 
HELEN M 9308223 
JUNO GAS12 8817693 
KADER 9080493 
KORSARO 9373137 
LEVANTE 9391139 
MAESTRO 8810700 

                                                      
5 Formerly ALTERA 1 
6 Formerly ALMETYEVSK 
7 Formerly ARAMIS 
8 Formerly VENICE 
9 Formerly  DISTYA AKULA 
10 Formerly G MUSE 
11 Formerly GEMINI 
12 Formerly GITTA GAS 
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MAGNUS13 9018464 
MEDIA14 9377432 
MIURA 9390903 
SUNBEAM15 9340386 
MR NAUTILUS 9150767 
OASIS  1 9465629 
OCEAN 61 8870865 
PATRIOTIC 9361469 
RAMA- 8306711 
RAWAN 8697304 
SCHUMI16 9134359 
SEA SHARK 8919154 
SENNA 817 9128673 
SIENNA 9147447 
SINCERO 9254422 
SINOPA 9172038 
SOBAR18  9221970 
SOLAN19  9155808 
STALINGRAD 9690212 
TIMBUKTU20  9015345 
TOUR 2 9364112 
TRUE OCEAN 9169421 
TRUVOR21 9676230 
UNICOM ALPHA 9133393 
VALE 9391153 
VITO 9079195 
VOLGA22 9104770 
YAZ 9735323 

 
 
 
 

  

                                                      
13 Formerly GVENOUR 
14 Formerly MEDIATOR 
15 Formerly MOTIVATOR 
16 Formerly IRIS GAS 
17 Formerly ODYN GAS 
18 Formerly RISE DIGNITY 
19 Formerly RISE GLORY 
20 Formerly BUKHARA 
21 Formerly MUKHALATKA 
22 Formerly MARSHAL ZHUKOV 
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Non-Exhaustive List of Vessels which have Engaged in STS Transfers of Petroleum 
Destined for Syria 2016-2019 

 
Ship Name IMO 
AKEKSE23  8012114 
BLOOM 9365283 
CANDY24 9005479 
CAPRICORN 8900878 
DISTYA PUSHTI 9179127 
WARRIOR25 9169689 
EFTYXIA GAS 8813116 
EMMA 9105085 
VULCAN GAS26 9034690 
GAS BEAUTY I 7420089 
GAS SPIRIT 1 7411569 
GEM27 8919752 
JUNO GAS28 8817693 
KADER 9080493 
KAROLINE N 9386299 
MAESTRO 8810700 
MARSHALZ 9114608 
MINERVA ZEN 9410909 
NAVIGATOR GEMINI 9404780 
NAVIGATOR GRACE 9531478 
NAVIGATOR PEGASUS 9407328 
OASIS 1 9465629 
OCEAN 61 8870865 
PINK CORAL 9259898 
QAASWA 9438250 
RAMA-1 8306711 
RUTA 8711899 
SCHUMI29 9134359 
SENNA 830 9128673 
VOLGA31 9104770 
ZARIFA ALIYEVA32 9420617 

                                                      
23 Formerly ALTERA 1 
24 Formerly VENICE 
25 Formerly DS WARRIOR 
26 Formerly ENERGY GAS 
27 Formerly GEMINI GAS 
28 Formerly GITTA GAS 
29 Formerly IRIS GAS 
30 Formerly ODYN GAS 
31 Formerly MARSHAL ZHUKOV 
32 Formerly SHAH DENIZ 



10 
 

 
 
 
 
 

Non-Exhaustive List of Vessels which have Shipped Petroleum from Syria 2016-2019 
 

Ship Name IMO 
EMMA 9105085 
MR NAUTILUS 9150767 

 



CLIENT ALERT:
U.S. AGAIN TARGETS PETROLEUM SHIPMENTS 

INVOLVING IRAN AND SYRIA 

March 26, 2019

Introduction 

On November 20, 2018 the U.S. Office of Foreign Asset Control (“OFAC”) issued an Advisory 
warning the maritime community against transporting petroleum to the Syrian Government.  
On March 25, 2019, OFAC has reprised that warning, in a second Advisory entitled “Sanctions 
Risks Related to Petroleum Shipments Involving Iran and Syria.”  This Advisory may portend a 
tougher enforcement of the U.S. sanctions against Syria. To read the Advisory in full, click Here. 

A Stern Warning  

The Advisory states that its purpose is to “… alert persons globally to the significant U.S. 
sanctions risks for parties involved in petroleum shipments to the Government of Syria.”  
Executive Order 13582 prohibits any dealings by U.S. persons in any way related to petroleum 
or petroleum products of Syrian origin. That Executive Order does not specifically declare 
sanctionable any dealings by non-US persons in respect of petroleum or petroleum products 
moving to or from Syria, but does provide for the blocking of the property in the U.S. of “any 
person” ( not just a U.S. person) who is determined to have materially assisted, sponsored, or 
provided financial, material technological support for, or goods or services in support of any 
person whose property is blocked pursuant to the Executive Order, which includes the 
Government of Syria. The Advisory establishes that Executive Order 13582 would be the basis 
for sanctioning non-U.S. persons who supply petroleum to Syria.  

The Advisory makes it clear that sanctions could be imposed over a wide range of persons 
involved with the supply of petroleum products to Syria. After noting that Iran and Russia have 
been involved in providing the Government of Syria with petroleum, the Avisory states: 

“Those who in any way facilitate the financial transfers, 
logistics, or insurance associated with these or other 
petroleum shipments are at risk of being targeted by the 

https://www.freehill.com/wp-content/uploads/2019/03/OFAC-Advisory-to-the-Maritime-Petroleum-Shipping-Company.pdf


United States for sanctions. The United States is committed 
to disrupting illicit financial and other support to the 
Government of Syria, to include transporting petroleum to 
its state-owned and-operated ports, regardless of location 
or nationality of those facilitating such support.” 
(emphasis added) 

The Advisory warns that insurers, shipping companies, financial institutions and others involved 
in supplying petroleum to the Government of Syria may be subject to sanctions.  The same risk 
applies to those engaged in transactions relating to the purchase, sale, transport or marketing 
of petroleum or petroleum products from Iran. Any entity sanctioned by the United States 
would be designated to the U.S. Specially Designated Nationals List, with the result that U.S. 
persons would be generally prohibited from engaging in any transactions with that entity and 
that entity’s property and interests in property of the United States would be blocked.  
Looking beyond petroleum products, the Advisory also warns that sanctions may be imposed 
on any person who provides support to the Syrian Government, stating:

“The U.S. government will aggressively target for 
designation any person who provides support to the 
regime, for example by facilitating exports to or imports 
from the Government of Syria, including government-
owned entities, unless such exportation or importation is 
otherwise exempt or authorized.” 

Annex of Ships Which Have Delivered Petroleum to Syria  

The Advisory includes an Annex which is a non-exhaustive list of vessels which have carried 
petroleum products to Syria from 2016 through 2018, or which have engaged in STS transfers of 
petroleum destined for Syria between 2016 and 2019. The Advisory states in a footnote that 
the Annex is not a sanctions list or a comprehensive list of vessels in which blocked persons 
may have an interest. However, the Annex states that it identifies “…vessels which have 
engaged in sanctionable conduct in support of the Government of Syria or entities owned by 
the Government of Syria.” (emphasis added) 

Deceptive Shipping Practices and Due Diligence 

The Advisory outlines various deceptive practices engaged in by those providing petroleum to 
the Government of Syria. It also outlines risk mitigation measures which it recommends to 
those in the international maritime community, in order to help avoid becoming involved in a 
sanctionable transport of petroleum products to Syria. 



Summary 

The U.S. has again warned, in no uncertain terms, that those who engage in petroleum-related 
transactions involving Iran and Syria can be subject to U.S. sanctions. As set forth in the 
Advisory, the definition of the Government of Syria is quite broad.  In addition, other activities 
which support the Government of Syria may also be sanctionable.  Shipowners and marine 
insurers should carefully analyze any trade with Syria to determine whether it might be 
considered sanctionable.   

Disclaimer: This Client Alert provides only a general summary of the U.S. Office of Foreign Asset 
Control’s March 25, 2019 Advisory related to petroleum shipments involving Iran and Syria and 
is not intended to constitute comprehensive legal advice. Specific legal advice should be taken 
with respect to each individual inquiry regarding the designations. For additional clarification, 
please feel free to contact Bill Juska (juska@freehill.com), Gina Venezia (venezia@freehill.com) 
or Bill Pallas (pallas@freehill.com). 

FREEHILL HOGAN & MAHAR LLP 

80 Pine Street, 25th Floor 
New York, NY 10005 

212-425-1900 

www.freehill.com

William L. Juska, Jr.      Gina M. Venezia            William J. Pallas 

juska@freehill.com venezia@freehill.com pallas@freehill.com
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Lloyd’s is authorised under the Financial Services and Markets Act 2000  

Title  Countering North Korean and other Sanctions Evasion Tactics 

Purpose  This guidance is to notify the London (re)insurance market of Democratic 

People’s Republic of Korea (DPRK), Syrian and Iranian sanctions exposure 

risk, and to advise that existing due diligence and monitoring procedures should 

be reviewed and validated particularly in relation to marine cargo and hull 

exposures.  

Type  Event 

From  Chris Po-Ba  

Senior Manager  

Sanctions and Financial Crime  

t: +44 (0)20 7327 5473 

Date  Tuesday, 2 April 2019 

 

Background 

 

The UN, US Department of Treasury, and the Financial Action Task Force (FATF) have all 

recently underscored their intention to enforce sanctions targeting the DPRK, Syria and Iran. 

As global efforts to identify proliferation finance and sanctions evasion intensify, numerous 

reports and advisories highlight how tactics to circumvent sanctions are constantly evolving. 

Key among these tactics is the use of otherwise legitimate shipping activities to conceal the 

movement of illicit goods. In this context, the insurance industry has also been called upon 

by sanctions enforcement agencies to support efforts to detect and disrupt illicit activity. 

 

Whilst obtaining insurance is not likely to be the primary goal of those involved in the 

movement of illicit goods, it can be exploited to obtain the necessary permits to initiate 

voyages and enter ports to transfer prohibited goods. As the London (re)insurance market 

provides significant support to the global maritime industry, there is a risk to the (re)insurance 

market of inadvertent exposure to sanctionable activity. For this reason, it is prudent that the 

market review existing policies to ensure that procedures are in place to mitigate the risk of 

specific regional exposures to sanctions. 

 

Lloyd’s has worked with company market / Lloyd’s market carriers and brokers, in conjunction 

with the Lloyd’s Market Association (LMA) and the International Underwriting Association 

(IUA) to prepare this guidance. While this guidance primarily relates to marine cargo and 
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hull classes and exposure to sanctions programmes targeting the DPRK, Syria and Iran, it 

is also intended to outline best practice principles regarding broader sanctions due diligence 

and screening for the London (re)insurance market. 

  

This guidance sets out a risk-based approach to minimise potential exposure to sanctionable 

activity.  The guidance comprises; 

• Background information on proliferation financing and sanction evasion tactics 
• Suggested approach for a risk-based mitigation framework 

• Guidance on due diligence and relationship with brokers 

• Key risk factors for underwriters and compliance personnel to be aware of 
• Enhanced due diligence measures, where appropriate, and suggested controls  

• Ongoing monitoring and reporting. 
 

What is proliferation financing 

 

In its narrowest sense, proliferation financing is raising cash, mostly foreign exchange 

revenue, for proliferators to develop nuclear, ballistic and weapons of mass destruction. This 

is a limited view since proliferation is not merely about transporting proliferation-related 

components to regimes like the DPRK but is also linked to the exploitation of strategic goods 

and technology by the regime to generate revenue. As sanctions have tightened around 

regimes such as the DPRK, tactics to evade sanctions have evolved and become more reliant 

on its misuse of legitimate global networks. For example, a recent UN Panel of Experts Report 

(UN Security Council 1718 Committee, 5 March 2019) referred to a trend of increasingly 

sophisticated cyberattacks carried out by the DPRK to illegally force the transfer of funds from 

financial institutions and cryptocurrency exchanges.   

 

Sanctions evasion tactics  

 

Sanctions evasion tactics in this guidance refers to the various methods used to conceal 

involvement with or ownership of vessels, goods being shipped, or the origin or destination 

of vessels, to conduct activity that is prohibited under a sanctions programme.  

 

Sanctions evasion tactics are difficult to identify as activity which may appear to be as such, 

often is undertaken for legitimate reasons. For example, a gap in a vessel’s Automatic 

Identification System (AIS) transmission could be caused by weak signals, interference or 

patchy satellite reception, or an intentional tactic to conceal a vessel’s location, origin from or 

destination to a sanctioned territory. Similarly, the practice of ship-to-ship transfers, where 

cargo is moved between vessels while at sea rather than while located in port, can be a 

legitimate activity to transfer cargo, or it can be used as a method to conceal involvement of 

DPRK ships. While it is not within the (re)insurance industry’s remit or scope to police against 

these actions, the market is asked to maintain awareness of evolving sanctions evasion 

tactics as this knowledge can support the ability to identify red flags which may trigger further 

due diligence (see below section on red flags) that concludes with an appropriate underwriting 

decision. 

 

There are numerous open resources regarding the evolving range of sanctions evasion 

tactics used by regimes such as the DPRK and Syria. See for example the US Treasury’s 

https://undocs.org/S/2019/171
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Office of Foreign Assets Control’s (OFAC) Advisories including Updated Guidance on 

Addressing North Korea’s Illicit Shipping Practices (21 March 2019) and Sanctions Risks 

Related to Petroleum Shipments involving Iran and Syria (25 March 2019). For reference, 

some key evasion tactics have been summarised in Appendix A.  

 

Risk-based mitigation framework  

 

The (re)insurance industry is characterised by a division of responsibility between brokers, 

insurers and reinsurers but each party in the placement chain is individually liable for 

sanctions compliance. In line with this guidance, market participants are expected to 

understand their sanctions risk profile, and review their current sanctions due diligence and 

screening processes to validate that they are proportionate to their risk profile. 

Due diligence and screening procedures should be risk-based and proportional to a 

(re)insurer’s sanctions risk profile. When assessing their exposure to sanctions risk, it is 

suggested that (re)insurers refer to the below table of non-exhaustive risk factors. 

 

Table 1: Considerations when evaluating sanctions risk profile: 

 
Risk category Risk factor Example of simple risk Example of complex risk 

Jurisdiction risk 
 

Geographical location 
of asset/risk 

North Sea, Atlantic 
Ocean 

Yellow Sea, East and 
South China Sea, Sea of 
Japan, Mediterranean and 
Red Seas, Gulf of Tonkin, 
Persian Gulf 
(See Table 2 below) 

Geographical location 
(re)insured 

EU, US DPRK, China, Taiwan, 
Russia, Singapore, Hong 
Kong 

Legal and regulatory 
obligations 
(consider which 
sanctions laws and 
regulations are 
applicable to carrier / 
broker) 

Parties in placement 
chain are subject to 
requirements from only 
one jurisdiction (e.g. all 
in the UK) and/or are 
based in non-sanctioned 
country 

Parties in placement chain 
are subject to requirements 
from different or multiple 
jurisdictions (e.g. UK 
broker, Chinese carrier, 
US/EU reinsurer), 
and/or are based or 
proximal to sanctioned 
country 

Product risk 
 

Class of business 
(consider likely 
activities, goods, 
equipment, services or 
trade covered) 

Non-marine, property, 
motor  

Marine hull and cargo, 
marine chartering 

Type of product Food, humanitarian 
medical supplies  

Crude oil, coal, refined 
petroleum, iron, steel, zinc 
products, or dual use 
goods, goods subject to 
export control 

Client/customer 
risk 
 

Type of policyholder 
(consider corporate 
structure, ownership 
and control, and 
operational structure of 
(re)insured)) 

Multinational, high 
degree of compliance 
activity and 
transparency 

Small company with limited 
trading history 
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Counterparty risk  Cover extends only to 
named policyholder(s) 

Cover could extend to 
persons/entities not 
identified at the point of 
underwriting 

 

When validating whether due diligence and screening processes are proportional to a 

(re)insurer’s risk profile, the following considerations may also be noted: 
 

Direct vs. Reinsurance  

 

It is accepted that direct insurers (and potentially facultative reinsurers) will be better 

placed than treaty reinsurers to: 

 

• Seek pre-bind information from the insured/broker – insurers are expected to 
understand the underlying entities involved in a risk and their activities, and 
prior to binding a policy should, at a minimum, ensure that they have obtained 
sufficient information to make a robust determination of a risk’s profile.  
 

• Consider whether additional compliance controls may assist in meeting 
regulatory expectations for higher risk exposures – for example, pre-bind 
review of a vessel’s AIS history could assist in identifying unusual patterns of 
activity of clients operating in and around high-risk geographical areas. 
Commercial data / software is now readily available for carriers that have high-
regional exposures.  
 

Whilst reinsurers (particularly treaty reinsurance underwriters) are further removed 

than direct insurers from meaningful insight into the activities of the insured parties, 

regulators will expect them (and direct insurers) to demonstrate the below:  

 

• Clear communication with counterparties – setting out any sanctions 
compliance conditions with local cedants and brokers, including regional 
offices and coverholders. 
 

• Relevant available resources utilised – there is a wide range of information 
available from the UN, OFAC, the US Coast Guard and numerous 
organisations that provide commercial shipping data (e.g. ship registry 
information). See Appendix B for a non-exhaustive list of resources. 

 

Lead or follow (re)insurers 

 

The lead (re)insurer, as the party primarily interacting with the broker, will be better 

placed to identify potential red flags and engage with the broker to obtain additional 

information on a risk. However both lead and follow (re)insurers have the same 

compliance obligations and should be aware of this guidance. 

 

Delegated authorities 

 

Any delegation of sanctions due diligence should be reflected in full detail in the 

contractual arrangements with the third party coverholder / TPA. (Re)insurers should 
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ensure that the third-party performs activities and services to a high standard and no 

less a standard than would have been undertaken by the (re)insurer itself. 

 

(Re)insurers are also reminded that where they rely on the outsourced activities or 

services of third-parties to perform sanctions due diligence and screening on their 

behalf, they are not legally absolved from liability for breaches. 

 

Due diligence measures  

 

Underwriters and compliance personnel are reminded that due diligence measures should 

include checks of proliferation-relevant risks and enhanced due diligence should be 

considered in cases that are deemed high-risk. 

 

Sources of information and role of brokers 

 

As outlined in UK Treasury’s Office of Financial Sanctions Implementation (OFSI) Guidance 

(March 2018), it is OFSI’s view that brokers should be well placed to obtain sufficient 

placement information to conduct appropriate sanctions checks against clients and insurance 

beneficiaries when cover is issued.  While it is reasonable for (re)insurers to request brokers 

to liaise with their clients and request the placing information that the underwriter requires to 

conduct their sanctions due diligence, the specific requirements that a (re)insurer applies to 

the broker in respect of sanctions compliance are a matter for the parties to contract.   

 

Where brokers have obtained such placing information to comply with their own sanctions 

obligations, (re)insurers can ask to see that placing information, but they may also wish to 

seek further information to ensure that they comply with their own sanctions obligations 

(which may differ from the broker’s sanctions obligations). In accordance with their risk-based 

procedures, (re)insurers should verify that the placement information remains accurate and 

complete. Where high-risk factors exist, brokers should, to the best of their ability, ensure that 

due diligence information is provided to underwriters in sufficient time to enable them to 

consider it and raise further queries. 

 

Red flags –  when is enhanced due diligence triggered? 

 

To assist the market in identifying higher risk exposure, Lloyd’s has compiled the below non-

exhaustive list of risk factors. Whilst these risk factors are not themselves illegal or prohibited, 

they have been present in previous cases of sanctionable activity.  

 

Lloyd’s suggests that the presence of the primary risk factor, a geographical high-risk 

location, combined with any other risk factor (secondary risk factor), may raise a red flag that 

triggers enhanced due diligence procedures. If enhanced due diligence measures do not 

mitigate the level of perceived risk, consideration should be given as to whether it is prudent 

to proceed with the provision of cover.  

 
  

https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/685308/financial_sanctions_guidance_march_2018_final.pdf
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Table 2: Example risk factors – triggers for enhanced due diligence 

 

Primary risk factor Secondary risk factor  

Type of risk Description Type of risk Description 

Geographical 
high risk 
  

Risks with 
exposures in the 
geographical 
areas known for 
illicit marine 
activity (including 
but not limited to 
the East China 
Sea, Yellow Sea, 
Sea of Japan, 
Mediterranean 
and Red Seas, 
Gulf of Tonkin, 
Persian Gulf/ 
Hormuz Straits) 
and proximity to 
sanctioned 
territories 
 
(see  
Appendix C) 

Type of product Coal, refined petroleum, iron, steel, 
zinc products, military goods and 
dual use goods subject to The 
Export Control Order 2008 (or 
Export Control legislation) 
 

Automatic 
Identification System 
(AIS) anomalies 

Historical and lengthy disruption of 
the vessel’s AIS, particularly when 
coupled with exposures in 
geographical areas deemed as high 
risk.  
 

Ownership and/or 
management 
complexities  

A complex corporate vessel 
ownership structure (particularly if 
based/proximal to a high-risk area) 
and chartering vessels to third 
parties, when combined with other 
secondary red flags, may trigger 
further due diligence.  
 

Flag changes/ ‘flags of 
convenience’  

Frequent change of vessel flag, 
particularly if registered under ‘flags 
of convenience’ (where a vessel is 
registered in a state that is different 
to that of the vessel owner), where 
combined with other secondary red 
flags. 
 

Document 
inconsistencies   

Inaccuracies or lack of detailed 
information in product descriptions. 
 

Associated sanctions 
risk 
 

Vessels connected or linked to 
parties currently or historically 
designated for violating sanctions. 

 

Enhanced due diligence (EDD) procedures 

 

Where EDD and screening has been identified as necessary, (re)insurers / brokers are 

encouraged to seek a full explanation of contractual arrangements which could give rise to 

increased sanctions risks.  

 

More specifically, due diligence checks should not merely seek to eliminate obvious links to 

i) ‘North Korea’ or ‘Syria’ or ii) any identified designated parties. It may be appropriate for an 

in-depth “activity-based” assessment of a client (also at renewal and for any extensions) to 

be conducted to lead to a clear understanding of the risk profile, often referred to as “network 

analysis”. The importance of this network analysis is apparent in previous cases of sanctions 

evasion, see Appendix D for an example. 
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Circumstances may arise where a (re)insurer considers it necessary to further verify the 

information they obtained during the due diligence process. In these instances, they may 

choose to do so by obtaining independent authoritative documentary evidence which 

corroborates the information relating to the named (re)insureds, other parties and/or trade to 

which the (re)insurance may relate. (Re)insurers should consider whether conducting further 

supply chain analysis could lead to a clearer understanding of the risk profile – for example 

by asking questions on intended use of goods and seeking to identify end-user(s). An 

example questionnaire that could be used to seek further information from insureds/brokers 

is included at Appendix E. 

 

Controls  

 

Use of sanctions clauses  

 

While the inclusion of sanctions limitation and exclusion clauses can provide (re)insurers with 

a degree of legal protection if illicit activity is detected post-bind, (re)insurers are reminded 

that an adequate sanctions clause may suspend liability but might not extinguish liability.  As 

such, the use of such clauses should not be considered as a substitute for the due diligence 

and pre-bind screening processes detailed in this guidance. Similarly, a direct insurer may 

seek, as a prudent measure, to introduce warranties (contractual clauses) that aim to restrict 

higher risk activity (such as deviations in voyages or the disablement/ manipulation of a 

vessel’s AIS) and warranties which promote continuous AIS broadcast (promoting 

compliance with the international convention on Safety Of Life At Sea (SOLAS).  However 

this should be considered as part of the insurer’s risk-based and holistic due diligence and 

screening programme. 

 

Training 

  

(Re)insurers should ensure that they implement and maintain effective and up-to-date 

training designed to ensure that all staff, especially relevant underwriters and 

claims staff in higher-risk classes (as identified above), are aware of this guidance, know what 

red flags to look for, and understand the controls in place. Any such training should be formal 

and administered on a regular basis particularly as sanctions evasion techniques continue to 

evolve. It is important that training is extended to regional teams where the need to mitigate 

elevated sanctions exposure risk is greater. 

 

Technology solutions 

 

While Lloyd’s is continuing to explore the possibility of a centralised solution for information 

sharing, there are numerous software products available to support carriers / brokers with 

due diligence, tracking and screening. (Re)insurers should determine whether their sanctions 

risk profile could warrant the need for commercial tracking/ intelligence providers that could 

be utilised for EDD, screening and ongoing monitoring. Where vessel screening / tracking 

tools are already being used for underwriting purposes to rate, or charge a premium, for a 

risk, it may be useful to encourage its use by the compliance function particularly for EDD 

checks or monitoring. Where vessel data is utilised, (re)insurers should note that this data 
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has some limitations, and should therefore be analysed in conjunction with other information 

sources to build an accurate picture to inform underwriting / claim judgements. 

 

Ongoing monitoring and reporting 

 

(Re)insurers should ensure that their sanctions compliance processes and controls are 

documented, kept regularly updated and are regularly reviewed. (Re)insurers are asked to 

consider subjecting their sanctions compliance processes and procedures to testing, gap 

analysis and internal audit on a regular basis to ensure that they are operating as they should. 

For further guidance on this, refer to Lloyd’s Market Bulletin Y4861 Lloyd’s International 

Sanctions Guidance: Compliance, Delegated Authorities and Claims. 

 

(Re)insurers are also reminded that their internal reporting procedures should be aligned to 

their reporting obligations as outlined in UK HM Treasury’s Office of Financial Sanctions 

Implementation (OFSI) Guidance (March 2018). The obligation to report voluntarily to OFSI 

is in addition to any other non-financial sanctions reporting obligations you may have. These 

could include submitting Suspicious Activity Reports (SARs) to the National Crime Agency 

(NCA) under the Proceeds of Crime Act 2002, making disclosures of potential breaches of 

export control legislation to UK HMRC and notifying the Financial Conduct Authority (FCA) if 

related to a failure of systems and controls. In some cases, there may be specific obligations 

to report under section 19 of the Terrorism Act 2000. Note that reporting to your regulator or 

submitting a SAR does not meet your reporting obligations under financial sanctions. If you 

have information to report regarding financial sanctions, this must be sent to OFSI: 

ofsi@hmtreasury.gsi.gov.uk.  

 

In addition, as outlined in Lloyd’s Minimum Standards MS10 - Regulatory, Lloyd’s market 

carriers are expected to notify Lloyd’s immediately of any suspected or actual incidents of 

financial crime which includes potential international sanctions violations.  

 

 

For further information 

 

Chris Po-Ba  

Senior Manager  

Sanctions and Financial Crime  

t: +44 (0)20 7327 5473  

 

Rachael Penny  

Manager   

Sanctions and Financial Crime 

t: +44 (0)20 7327 6380  

 

Irene Dang  

Senior Associate  

Sanctions and Financial Crime 

t: +44 (0)20 7327 6320  

file:///C:/Users/dangi/Downloads/Y4861.pdf
file:///C:/Users/dangi/Downloads/Y4861.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/685308/financial_sanctions_guidance_march_2018_final.pdf
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/685308/financial_sanctions_guidance_march_2018_final.pdf
mailto:ofsi@hmtreasury.gsi.gov.uk
https://www.lloyds.com/market-resources/requirements-and-standards/minimum-standards
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APPENDIX A 

 

Examples of known sanctions evasion tactics 

 

As outlined in the body of this guidance, sanctions evasion tactics are difficult to identify as 

they may not themselves be illegal or a prohibited activity.  

 

Evasion technique Description / example 

Physically changing 

appearance of the vessel 

Altering or disguising the ship’s name or International 

Maritime Organisation (IMO) number, illegal vessel 

name-changing. 

  

Disabling or manipulating 

the Automatic Identification 

System (AIS) 

Turning off or manipulating the output from their AIS 

system to mask certain parts of their voyage or 

manipulating the information being transmitted from the 

vessel, particularly for long periods. 

 

False flags  Falsifying their vessel’s flag to mask illicit trade. A 

vessel owner/manager can continue to use a country’s 

flag after it has been struck from the registry, or 

creating fraudulent national flag registries (ships 

claiming country flag without authorisation). 

 

Fraudulent or false cargo 

and vessel documents 

Falsifying bills of lading, certificates of origin, lists of last 

ports of call, ship or other forms of identity theft, 

fraudulent invoices or packing lists to obscure the 

country’s involvement in a shipment.  

 

Ship-to-Ship transfers Transferring cargo between vessels while at sea, 

particularly at night, rather than while located in port to 

conceal involvement of a DPRK ship, or the origin or 

destination of the cargo. 

 

Use of small / unregistered 

vessels 

The use of smaller vessels in ship-to-ship transfers to 

assist in avoiding recognition by surveillance aircraft. 

 

Voyage irregularities Indirect routing, detours or trans-shipment through third 

countries to obscure origin and destination of vessels.  

 

Complex ownership or 

management networks 

The use of shell companies, matrix business models 

and structures to disguise ultimate owners or 

involvement in illicit activity. 
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APPENDIX B 

 

Resources list and further reading 

 

Sanctions lists and resources 

 

UN sanctions list: 

https://www.un.org/sc/suborg/en/sanctions/1718/materials 

UN sanctions implementation notices: 

https://www.un.org/sc/suborg/en/sanctions/1718/implementation-notices 

UN 1718 Sanctions Committee (DPRK) reports: 

https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports  

US State Department DPRK sanctions website: 

https://www.state.gov/e/eb/tfs/spi/northkorea/  

US Treasury DPRK sanctions resource centre: 

https://www.treasury.gov/resource-center/sanctions/Programs/pages/nkorea.aspx 

US OFAC (Office of Foreign Assets Control) sanctions search: 

https://sanctionssearch.ofac.treas.gov/ 

EU DPRK sanctions website: 

https://www.consilium.europa.eu/en/policies/sanctions/history-north-korea/ 

European sanctions blog: 

https://www.europeansanctions.com/category/north-korea/ 

Carnegie Endowment summary of DPRK sanctions: 

https://carnegieendowment.org/publications/interactive/north-korea-sanctions 

 

OFAC Advisories  

 
Sanctions Risks Related to Petroleum Shipments involving Iran and Syria (25 March 2019) 
https://www.treasury.gov/resource-
center/sanctions/Programs/Documents/syria_shipping_advisory_03252019.pdf  
 
Updated Guidance on Addressing North Korea’s Illicit Shipping Practices (21 March 2019) 

https://www.treasury.gov/resource-

center/sanctions/Programs/Documents/dprk_vessel_advisory_03212019.pdf 

 

Sanctions Risk Related to North Korea’s Shipping Practices (23 February 2018) 

https://www.treasury.gov/resource-center/sanctions/OFAC-

Enforcement/Documents/dprk_vessel_advisory_02232018.pdf  

 

Risks for Businesses with Supply Chain Links to North Korea (23 July 2018) 

https://www.treasury.gov/resource-

center/sanctions/Programs/Documents/dprk_supplychain_advisory_07232018.pdf 

 

Sanctions Risk Related to Shipping Petroleum to Syria (20 November 2018) 

https://www.treasury.gov/resource-

center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf  

 

Sanctions evasion and proliferation finance 

https://www.un.org/sc/suborg/en/sanctions/1718/materials
https://www.un.org/sc/suborg/en/sanctions/1718/implementation-notices
https://www.un.org/securitycouncil/sanctions/1718/panel_experts/reports
https://www.state.gov/e/eb/tfs/spi/northkorea/
https://www.treasury.gov/resource-center/sanctions/Programs/pages/nkorea.aspx
https://sanctionssearch.ofac.treas.gov/
https://www.consilium.europa.eu/en/policies/sanctions/history-north-korea/
https://www.europeansanctions.com/category/north-korea/
https://carnegieendowment.org/publications/interactive/north-korea-sanctions
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_03252019.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_03252019.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/dprk_vessel_advisory_03212019.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/dprk_vessel_advisory_03212019.pdf
https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Documents/dprk_vessel_advisory_02232018.pdf
https://www.treasury.gov/resource-center/sanctions/OFAC-Enforcement/Documents/dprk_vessel_advisory_02232018.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/dprk_supplychain_advisory_07232018.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/dprk_supplychain_advisory_07232018.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/syria_shipping_advisory_11202018.pdf
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Report on DPRK underwriting proliferation 

https://rusi.org/publication/occasional-papers/underwriting-proliferation-sanctions-evasion-

proliferation-finance-and  

 

Financial Action Task Force, Proliferation Financing Report, 18 June 2008 (see Annex 1: Elements 

that may indicate proliferation financing) 

http://www.fatf-

gafi.org/media/fatf/documents/reports/Typologies%20Report%20on%20Proliferation%20Financing.p

df 

 

Evolving sanctions evasion and proliferation financing tactics 

https://www.cbsnews.com/news/north-korea-finding-new-ways-to-evade-sanctions-secret-un-report-

reveals/ 

 

North Korean news 

 

North Korea news and analysis service: 

https://www.38north.org  

North Korea sanctions aggregator: 

https://www.pyongyangpapers.com  

North Korea news and analysis 

https://www.nknews.org  

North Korea economics-focused resource 

https://www.nkeconwatch.com  

 

Iran / Syria news 

https://www.nti.org/learn/countries/iran/ 

https://www.politico.com/tag/iran-nuclear-agreement 

https://www.jpost.com/Middle-East/Iran-News 

http://syriatimes.sy/ 

https://syriadirect.org/  

 

Vessel verification and monitoring 

 
International Maritime Organisation (IMO) registry – IHS maritime (manager of IMO ship numbering 

scheme) for verification of IMO numbers for individual ships. You can research existing IMO numbers 

or contact IHS Maritime directly at ship.imp@ihs.com.  

US coast guard –  publishes a list of vessels that are owned or operated by North Korea or a North 

Korean person which will be denied entry to all U.S. ports (note that this list is separate to the list 

maintained by OFAC) - http://www.nvmc.uscg.gov/CAATSA.aspx.   

Other resources 

 
Industry information service: 

https://www.lloydslistintelligence.com 

https://www.cbsnews.com/news/north-korea-finding-new-ways-to-evade-sanctions-secret-un-report-reveals/
https://www.cbsnews.com/news/north-korea-finding-new-ways-to-evade-sanctions-secret-un-report-reveals/
https://www.38north.org/
https://www.pyongyangpapers.com/
https://www.nknews.org/
https://www.nkeconwatch.com/
https://www.nti.org/learn/countries/iran/
https://www.politico.com/tag/iran-nuclear-agreement
https://www.jpost.com/Middle-East/Iran-News
http://syriatimes.sy/
https://syriadirect.org/
https://webaccounts.imo.org/Common/WebLogin.aspx?App=GISISPublic&ReturnUrl=https%3a%2f%2fgisis.imo.org%2fPublic%2fSHIPS%2fDefault.aspx
mailto:ship.imp@ihs.com
http://www.nvmc.uscg.gov/CAATSA.aspx
https://www.lloydslistintelligence.com/
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Shipping industry website 

https://www.tankershipping.com 

 

Ship-to-ship transfers 

https://www.marineinsight.com/maritime-law/what-is-ship-to-ship-transfer-sts-and-requirements-to-

carry-out-the-same/  

https://www.nbcnews.com/news/north-korea/top-secret-report-north-korea-keeps-busting-sanctions-

evading-u-n947926  

 

The Oil Companies International Marine Forum (OCIMF) –  association of oil companies with interest 

in the shipment of crude oil and oil products 

https://www.ocimf.org/ 

 

Information relating to the exploration, drilling, and production of offshore and onshore oil and gas 

https://www.worldoil.com/ 

 

North Korea sanctions and trade resource 

https://www.cmtradelaw.com  

 

UK P&I Club Circular 1/19: North Korea - Enforcement of UN, U.S and EU Sanctions 

https://www.ukpandi.com/knowledge-publications/article/circular-1-19-north-korea-enforcement-of-

un-u-s-and-eu-sanctions-146936/  

 

Information on IMO Circular MSC.1/Circ. 1602, 5 March 2019 

https://safety4sea.com/us-updates-guidance-on-north-korea-sanctions/ 

  

http://www.tankershipping.com/
https://www.marineinsight.com/maritime-law/what-is-ship-to-ship-transfer-sts-and-requirements-to-carry-out-the-same/
https://www.marineinsight.com/maritime-law/what-is-ship-to-ship-transfer-sts-and-requirements-to-carry-out-the-same/
https://www.nbcnews.com/news/north-korea/top-secret-report-north-korea-keeps-busting-sanctions-evading-u-n947926
https://www.nbcnews.com/news/north-korea/top-secret-report-north-korea-keeps-busting-sanctions-evading-u-n947926
https://www.ocimf.org/
https://www.worldoil.com/
https://www.cmtradelaw.com/
https://www.ukpandi.com/knowledge-publications/article/circular-1-19-north-korea-enforcement-of-un-u-s-and-eu-sanctions-146936/
https://www.ukpandi.com/knowledge-publications/article/circular-1-19-north-korea-enforcement-of-un-u-s-and-eu-sanctions-146936/
https://safety4sea.com/us-updates-guidance-on-north-korea-sanctions/


 

MARKET BULLETIN 

 

 

 

  Page 13 of 16  

 

APPENDIX C 

 

North Korea – high risk geographical locations 

 

The OFAC Advisory, Updated Guidance on Addressing North Korea’s Illicit Shipping 

Practices (21 March 2019), included the below regional map where ship-to-ship transfers of 

refined petroleum commonly occur – sea names have been added for ease of reference. 

 

 
 

Graphic extracted from p.3 of the OFAC Advisory, Updated Guidance on Addressing North Korea’s 
Illicit Shipping Practices, 21 March 2019. 
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APPENDIX D 

 

DPRK Sanctions Evasion Example 

 
 
Lighthouse Winmore and Billions No.18  
 
In December 2017, the UN Security Council listed four ships, on its North Korea Sanctions 
List. Hong Kong-flagged Lighthouse Winmore and Panama-flagged Billions No. 18 were 
found to have transferred marine diesel to DPRK-flagged tankers, Sam Jong 2 and Rye Song 
Gang I on 19 October 2017. Both tankers engaged in activity to conceal vessel movements 
including switching off their Automatic Identification System a few days before and after the 
transfers.  
 
Network Analysis 
 
The Lighthouse Winmore was chartered the month before the ship-to-ship transfers by the 
Marshall Islands company, Oceanic Enterprise Ltd, via a Singapore-based broker.  Its sole 
director and shareholder is Shih-Hsien Chen, a national of Taiwan Province of China. The 
Yingjen Fishery Company communicated administrative and logistical arrangements to the 
owner via the broker, while the Billions Bunker Group Corporation issued operational 
instructions to the captain. 
 
The UN Panel of Experts noted that the owner/operator of the Lighthouse Winmore, 
Lighthouse Ship Management (also involved in ship-to-ship transfers), was previously known 
as the similar-sounding Billion Great International Group Ltd, suggesting a link to Chen’s 
companies. In addition, two of Chen’s tankers, the Lighthouse Winmore and the Golden Rich, 
both use the same document of compliance holder and International Safety Management 
manager1, Vanguard Shipping Safety Management Consultant Co. Ltd, which is the owner 
and operator of another tanker engaging in ship-to-ship transfers, the Jin Hye.  
 
At the time of the 5 March 2018 Report from the UN Security Council Panel of Experts 
established pursuant to resolution 1874 (2009), the Panel were continuing to investigate Shih-
Hsien Chen’s central role in transfers of petroleum products to the DPRK. The Panel 
underscored the DPRK’s reliance on trusted foreign nationals to continue to conduct illicit 
activities. 
  

                                                
1 A “Document of Compliance" is a document issued to a company which complies with the 
requirements of the International Safety Management Code – the international standard for safe 
management and operation of ships at sea.  
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Figure XV extracted from p.33 of the Report of the UN Security Council Panel of Experts established 
pursuant to resolution 1874 (2009), distributed 5 March 2018. 

 
KOTI 
 
Panama-flagged product tanker Koti was seized at Pyeongtaek-Dangjin port, south of 
Incheon by the South Korean authorities in December 2017, as the vessel was believed to 
have transferred oil products to the DPRK despite international sanctions. In a similar pattern 
used in the above cases of Lighthouse Winmore and Billions No. 18, the Koti departed from 
Yeosu and selectively used its Automatic Identification System for several days from 30 
November 2017 to conceal its location. 
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APPENDIX D 

 

Example enhanced due diligence questions 

 

As noted in the body of this guidance, this questionnaire is an example only. Re(insurers) 

should adopt a risk-based approach when determining what enhanced due diligence 

measures should be undertaken.  
 

Insureds and counterparties 

Name of insureds (direct insurance only) 

Name of all parties covered under contract of 

(re)insurance  

 

Name of ultimate beneficial owners /controller(s) 

of ships 

 

Have the above names been screened against 

UN, EU, US, UK sanctions lists? 

 

Vessel activity 

Has the ship been screened against UN, EU, US, 

UK sanctions lists / higher risk vessels named in 

relevant OFAC Advisories? 

 

How is the ship managed  

How is the ship crewed  

Where is the ship flagged  

What are the trading activities of the ship (are there 

any details on previous trading activities) 

(consider whether the vessel has 

engaged in ship-to-ship transfers, 

sailed to high risk geographical 

locations, been known to turn off AIS 

in such locations etc.) 

Supply chain analysis 

Details of the nature of the trade, the identity of 

the goods, equipment or services – and the 

identity of parties involved in such trade/supplies. 

 

Location/origin of goods/equipment.  

Destination (including intermediate destinations) 

of goods/equipment. 

 

Intended use and/ or end-

user/specification/modification of 

goods/equipment. 

 

Identities of intermediaries involved in the 

handling of the goods/equipment. 

 

Payments 

Identity of party / parties who will be making 

payments (including premium) 

(if this is different from the named 

(re)insured, to ascertain the position 

under sanctions) 
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CLIENT ALERT:       U.S. INCREASES PRESSURE ON VENEZUELA 

AND PETROLEOS de VENEZUELA, S.A. 

April 9, 2019

Introduction 

On January 28, 2019 the U.S. designated Petroleos de Venezuela S.A. (“PdVSA”) to the U.S. Specially 
Designated Nationals List (“SDN List”). The immediate effect was that U.S. persons were generally 
prohibited from engaging in any transactions with PdVSA and all of PdVSA’s property and interest in 
property in the United States were blocked. These restrictions also applied to any entity 50% or more 
owned by PdVSA.  

U.S. SDN List, in and of itself, does not have extraterritorial effect; that is, the naming of an entity to the 
SDN List does not automatically mean that non-U.S. persons are subject to sanctions if they deal with 
that entity. However, depending on the authorization under which the designation to the SDN List was 
made, or depending on whether certain other sanctions legislation incorporates the SDN List, the 
naming of an entity to the SDN List can impact non-U.S. persons. 

The Designation of PdVSA  

When PdVSA was designated to the SDN List, the U.S. Office of Foreign Asset Control (“OFAC”) 
simultaneously issued a number of general licenses, which authorized U.S. persons to wind down their 
transactions with PdVSA and its subsidiaries within specified time frames. However, those licenses did 
not apply to non-U.S. persons. Also, while the general licenses permitted U.S. persons to continue 
transactions with PdVSA up until varying deadlines, they also provided that no payments could be made 
directly to PdVSA for the purchase of PdVSA petroleum and petroleum products. Instead, payment is 
required to be made into a blocked, interest-bearing account in the United States. Finally, the 
exportation of diluents from the U.S. to Venezuela was prohibited from January 28, 2019 forward.  

PdVSA was designated to the U.S. SDN List under Executive Order 13850 dated November 1, 2018.  
Although PdVSA was not named to the SDN list until January 28, 2019, when it was named it was 
pursuant to the authorization set forth in E.O. 13850. That Executive Order provides for the blocking of 
all property of the United States of any person determined: 
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(i) to operate in the gold sector of the Venezuelan economy or in any 
other sector of the Venezuelan economy as may be determined by the 
Secretary of Treasury, in consultation with the Secretary of State;

(ii)  to be responsible for or complicit in, or to have directly or indirectly 
engaged in, any transaction or series of transactions involving deceptive 
practices work and corruption and the government of Venezuela or 
projects or programs administered by the government of Venezuela, or 
to be an immediate adult family member of such person;

(iii) to have materially assisted, sponsored, or provided financial, 
material, or technological support for, or goods or services to or in 
support of, any activity or transaction described in subsection (a)(i) of 
this section, or any person whose property and interests in property are 
blocked pursuant to this order;

PdVSA is a person whose property and interests in property are blocked under the Order. When PdVSA 
was designated on January 28 the Department of the Treasury stated that it was being added to the SDN 
List for operating in the oil sector of the Venezuelan economy.  

Impact on non-U.S. Persons  

While there was no specific sanction aimed at non-U.S. persons transacting business with PdVSA, there 
was the potential that non-U.S. persons could be subject to sanctions under Sections 1(a)(i) or 1(a)(iii) of 
E. No. 13850, either for operating in the Venezuelan oil sector, or for providing material assistance to or 
support for PdVSA.  Section 1(a)(iii) provided for the blocking of property and interest in property in the 
United States of any person determined 

“to have materially assisted, sponsored, or provided financial, material, 
or technological support for, or goods or services in support of, any 
activity or transaction described in subsection (a)(ii) of this section, or 
any person whose property and interests in property are blocked 
pursuant to this order.” 

While any supply of ocean transportation to PDVSA could conceivably be construed as material 
assistance or support under Section 1(a)(iii) of E.O. 13850, there was no early indication that the U.S. 
authorities would move in that direction. On January 31, 2019 OFAC issued FAQ 657 which partially 
addressed this issue. It reads: 

657. I am a non-U.S. entity that purchases petroleum and petroleum 
products from Petroleos de Venezuela, S.A. (PdVSA) or an entity in 
which PdVSA owns, directly or indirectly, a 50 percent or greater 
interest.  Am I now prohibited from purchasing petroleum and 
petroleum products from these companies? 

Transactions to purchase petroleum and petroleum products from 
PdVSA or any entity in which PdVSA owns, directly or indirectly, a 50 
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percent or greater interest, and that involve U.S. persons or any other 
U.S. nexus (e.g., transactions involving the U.S. financial system or U.S. 
commodity brokers) must be wound down by April 28, 2019 pursuant to 
Venezuela-related General License 12.  In addition, under General 
License 11?, U.S. person employees and contractors of non-U.S. 
companies located in a country other the United States or Venezuela 
are authorized to engage in certain maintenance or wind-down 
transactions with PdVSA, or any entity in which PdVSA owns, directly or 
indirectly, a 50 percent or greater interest, through 12:01 a.m. eastern 
daylight time, March 29, 2019.  (See FAQ 654?.)  [01-31-2019] 

While the question posed by the FAQ is very clear, the answer less so. However, since the question was 
not answered in the negative, it appeared that the answer could be taken to mean that a non-U.S. 
person could continue to purchase petroleum and petroleum products from PdVSA, as long as there was 
no U.S. nexus. Since purchasing would necessarily include transporting those products from PdVSA to 
the buyer, it seemed logical that ocean transportation would also be permitted.  

Implementation of Executive Order 13850    

However, as Executive Order 13850 has begun to be implemented, the U.S. is sending clear signals that 
the transaction of business with PdVSA by non-U.S. persons may be sanctionable. On March 12 the U.S. 
National Security Advisor, John Bolton, issued a tweet which forewarned of an aggressive application of 
E.O. 13850.  Following a five day electrical blackout in Venezuela, the National Assembly, controlled by 
the opposition to the government of President Maduro, declared that all oil exports to Cuba must be 
suspended. In the wake of that declaration, Mr. Bolton tweeted on March 12: 

“The Venezuelan National Assembly has decreed the suspension of crude exports 
to Cuba following the collapse of the national electrical grid. Insurance 
companies and flag carriers that facilitate these give-away shipments to Cuba 
are now on notice." 

On April 5, in fulfillment of Mr. Bolton’s warning, the M/T DESPINA ANDRIANNA, along with her Owners 
and Managers, was designated to the SDN List for operating in the oil sector of the Venezuelan 
economy. It appears that the M/T DESPINA ANDRIANNA had for a number of years carried petroleum 
products from PdVSA to Cuba. Therefore, there would now appear to be a clear risk of sanctions for any 
vessel engaged in trade between PdVSA and Cuba. 

On March 25, 2019 Reuters published an article reporting that the U.S. State Department has been 
calling foreign suppliers of PDVSA warning them that any type of oil trade with PDVSA would be 
considered a breach of sanctions.  https://www.reuters.com/article/us-usa-venezuela-sanctions-
exclusive/exclusive-us-orders-foreign-firms-to-further-cut-down-on-oil-trades-with-venezuela-
idUSKCN1R92ET

This report was confirmed by the U.S. Special Representative for Venezuela, Mr. Elliot Abrams, in a 
March 29, 2019 State Department press briefing, in which he clearly indicated that the U.S. authorities 

https://www.treasury.gov/resource-center/sanctions/Programs/Documents/venezuela_gl12.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/venezuela_gl11.pdf
https://www.treasury.gov/resource-center/sanctions/Programs/Documents/venezuela_gl11.pdf
https://www.treasury.gov/resource-center/faqs/Sanctions/Pages/faq_other.aspx#654
https://www.reuters.com/article/us-usa-venezuela-sanctions-exclusive/exclusive-us-orders-foreign-firms-to-further-cut-down-on-oil-trades-with-venezuela-idUSKCN1R92ET
https://www.reuters.com/article/us-usa-venezuela-sanctions-exclusive/exclusive-us-orders-foreign-firms-to-further-cut-down-on-oil-trades-with-venezuela-idUSKCN1R92ET
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may consider sanctionable shipments of petroleum and petroleum products to and from PDVSA from all 
third countries. Mr. Abrams said: 

“We have had conversations with foreign oil traders, with foreign 
governments, really along the same lines – that is, you should be 
supporting Interim President Guaido, you should not be supporting this 
regime, you should not be buying oil from this regime and giving them 
cash. And we’ve noted that we have a wide, broad net with our 
sanctions, and so we’ve warned people, be careful not to get caught in 
that net by activities that you may think don’t come into it but actually 
are caught by it.” (emphasis added) 

In addition, Mr. Abrams indicated that the supply of petroleum products to PdVSA by non-U.S. persons 
might also be treated as sanctionable. 

“I would say it’s very logical. We impose our sanctions. What does the 
regime do? The regime tries to figure out other ways to get around 
them. It tries to find new customers. It tries to find new sources of 
imports. So what do we do? We watch carefully, and we can see ships 
moving and we could see new contracts with new companies, and when 
we do, we talk to shippers or we talk to refiners or we talk to 
governments and we say you should not be doing that. That’s what 
we’re doing.” (emphasis added) 

Summary  

At this point, OFAC has not articulated a bright line test for what constitutes sanctionable 
activity for non-U.S. persons with respect to PDVSA. However, it is clear that there is a risk of 
sanctions for any vessel carrying petroleum products from PdVSA to Cuba. From the comments 
of Special Representative Abrams, it would also appear that OFAC considers the purchase of 
petroleum products from, or the supply petroleum products to, PdVSA to be sanctionable as 
well.  Based on recent developments and statements by the U.S. authorities, caution should be 
exercised in all dealings with PdVSA. At a minimum, non-U.S. persons should ensure that there 
is no U.S. nexus in any dealings they have with PdVSA. However, non-U.S. persons should now 
understand that there may be some risk of sanctions if they engage in transactions with PdVSA. 

Disclaimer: This Client Alert provides only a general summary of the current U.S. sanctions 

against Petroleos de Venezuela, S.A. and is not intended to constitute comprehensive legal 

advice. Specific legal advice should be taken with respect to each individual inquiry regarding 

the Advisory. For additional clarification, please feel free to contact Bill Juska 

(juska@freehill.com), Gina Venezia (venezia@freehill.com) or Bill Pallas 

(pallas@freehill.com). 
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PRESS RELEASES 

Treasury Increases Pressure on Cuba to End Support to Maduro by 
Imposing Further Oil Sector Sanctions 
April 12, 2019 

Washington – Today, the Department of the Treasury’s Office of Foreign Assets Control 
(OFAC) designated four companies that operate in the oil sector of the Venezuelan 
economy, pursuant to E.O. 13850, as amended.  Additionally, OFAC identified nine 
vessels, some of which transported oil from Venezuela to Cuba, as blocked property 
owned by the four companies.  The United States is continuing to take strong action 
against the illegitimate regime of former President Nicolas Maduro, to include those that 
prop up Maduro’s regime and contribute to Venezuela’s humanitarian crisis. 

“We continue to target companies that transport Venezuelan oil to Cuba, as they are 
profiting while the Maduro regime pillages natural resources.  Venezuela’s oil belongs to 
the Venezuelan people, and should not be used as a bargaining tool to prop up dictators 
and prolong oppression,” said Treasury Secretary Steven T. Mnuchin.  “Maduro relies on 
the support he receives from the Cuban military and intelligence services to retain his 
hold on power because he does not have the support of the Venezuelan people.” 

Today’s action further targets Venezuela’s oil sector, which continues to provide a lifeline 
to the illegitimate regime of former President Maduro: 
  

• Jennifer Navigation Limited is based in Monrovia, Liberia, and is the registered 
owner of Nedas. 

o Nedas is a crude oil tanker (IMO: 9289166) that delivered crude oil from Venezuela 
to Cuba during January and March of 2019. 

• Lima Shipping Corporation is based in Monrovia, Liberia, and is the registered 
owner of New Hellas. 

o New Hellas is a crude oil tanker (IMO: 9221891) that delivered crude oil from 
Venezuela to Cuba during February and March 2019. 

• Large Range Limited is based in Monrovia, Liberia, and is the registered owner of 
S-Trotter. 

o S-Trotter is an oil products tanker (IMO: 9216547) that delivered oil products from 
Venezuela to Cuba during February and March 2019. 



• PB Tankers S.P.A. is based in Italy, and is the registered owner of several vessels, 
including Silver Point, Alba Marina, Gold Point, Ice Point, Indian Point, and Iron 
Point. 

o Silver Point is a chemical and oil tanker (IMO: 9510462) that delivered oil 
products from Venezuela to Cuba during March 2019. 

o Alba Marina is a floating storage tanker (IMO: 9151838). 
o Gold Point is a chemical and oil tanker (IMO: 9506693). 
o Ice Point is a chemical and oil tanker (IMO: 9379337). 
o Indian Point is a chemical and oil tanker (IMO: 9379325). 
o Iron Point is a chemical and oil tanker (IMO: 9388209). 

  
For information about the methods that Venezuelan senior political figures, their 
associates, and front persons use to move and hide corrupt proceeds, including how 
they try to exploit the U.S. financial system and real estate market, please refer to 
Treasury’s Financial Crimes Enforcement Network (FinCEN) advisories FIN-2017-A006, 
“Advisory on Widespread Public Corruption in Venezuela,” FIN-2017-A003, “Advisory to 
Financial Institutions and Real Estate Firms and Professionals” and FIN-2018-A003, 
“Advisory on Human Rights Abuses Enabled by Corrupt Senior Foreign Political Figures 
and their Financial Facilitators.” 

As a result of today’s action, all property and interests in property of these entities, and of 
any entities that are owned, directly or indirectly, 50 percent or more by the designated 
entities, that are in the United States or in the possession or control of U.S. persons are 
blocked and must be reported to OFAC.  OFAC’s regulations generally prohibit all 
dealings by U.S. persons or within (or transiting) the United States that involve any 
property or interests in property of blocked or designated persons. 

U.S. sanctions need not be permanent; sanctions are intended to bring about a positive 
change of behavior.  The United States has made clear that the removal of sanctions is 
available for persons designated under E.O. 13692 or E.O. 13850, both as amended, who 
take concrete and meaningful actions to restore democratic order, refuse to take part in 
human rights abuses, speak out against abuses committed by the illegitimate Maduro 
regime, and combat corruption in Venezuela. 

 

 

 

 

 

 

 

More identifying information. 



 
 Venezuela-related Designations 
4/12/2019 

OFFICE OF FOREIGN ASSETS CONTROL 

Specially Designated Nationals List Update 
 

The following entities have been added to OFAC's SDN List: 
  
JENNIFER NAVIGATION LIMITED (a.k.a. JENNIFER NAVIGATION LTD.), 80 Broad Street, Monrovia, 
Liberia; Identification Number IMO 4098018 [VENEZUELA-EO13850]. 

  
LARGE RANGE LIMITED, 80 Broad Street, Monrovia, Liberia; Identification Number IMO 6002286 
[VENEZUELA-EO13850]. 

  
LIMA SHIPPING CORPORATION (a.k.a. LIMA SHIPPING CORP), 80 Broad Street, Monrovia, Liberia; 
Identification Number IMO 4063640 [VENEZUELA-EO13850]. 

  
PB TANKERS S.P.A. (a.k.a. PB TANKERS SPA), Via Principe di Belmonte 55, Palermo PA 90139, Italy; Via 
Jacopo Peri 1, Rome RM 00198, Italy; Website www.pbtankers.com; Email Address info@pbtankers.com; 
Identification Number IMO 5161787 [VENEZUELA-EO13850]. 

  
The following vessels have been added to OFAC's SDN List: 
  
ALBA MARINA Floating Storage Tanker Italy flag; Vessel Registration Identification IMO 9151838 (vessel) 
[VENEZUELA-EO13850] (Linked To: PB TANKERS S.P.A.). 

  
GOLD POINT Chemical/Oil Tanker Malta flag; Vessel Registration Identification IMO 9506693 (vessel) 
[VENEZUELA-EO13850] (Linked To: PB TANKERS S.P.A.). 

  
ICE POINT Chemical/Oil Tanker Italy flag; Vessel Registration Identification IMO 9379337 (vessel) 
[VENEZUELA-EO13850] (Linked To: PB TANKERS S.P.A.). 

  
INDIAN POINT Chemical/Oil Tanker Malta flag; Vessel Registration Identification IMO 9379325 (vessel) 
[VENEZUELA-EO13850] (Linked To: PB TANKERS S.P.A.). 

  
IRON POINT Chemical/Oil Tanker Malta flag; Vessel Registration Identification IMO 9388209 (vessel) 
[VENEZUELA-EO13850] (Linked To: PB TANKERS S.P.A.). 

  
NEDAS Crude Oil Tanker Greece flag; Vessel Registration Identification IMO 9289166 (vessel) 
[VENEZUELA-EO13850] (Linked To: JENNIFER NAVIGATION LIMITED). 

  
NEW HELLAS Crude Oil Tanker Greece flag; Vessel Registration Identification IMO 9221891 (vessel) 
[VENEZUELA-EO13850] (Linked To: LIMA SHIPPING CORPORATION). 

  
SILVER POINT Chemical/Oil Tanker Malta flag; Vessel Registration Identification IMO 9510462 (vessel) 
[VENEZUELA-EO13850] (Linked To: PB TANKERS S.P.A.). 

  
S-TROTTER Oil Products Tanker Panama flag; Vessel Registration Identification IMO 9216547 (vessel) 
[VENEZUELA-EO13850] (Linked To: LARGE RANGE LIMITED). 
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APRIL 12, 2019 
 
CIRCULAR NO. 12/19 
 
TO MEMBERS OF THE ASSOCIATION 
 
Dear Member: 
 
US SANCTIONS ON VENEZUELA: RISKS FOR NON-US PERSONS CONCERNING 
TRANSACTIONS WITH PDVSA 
 
In Circular No. 04/19 of February 6, 2019, Members were informed that the United States had 
imposed new and additional sanctions on the Government of Venezuela through the designation of 
Petroleos De Venezuela SA (PdVSA) as a Specially Designated National (SDN). 
 
On January 28, 2019 the US designated PdVSA as an SDN and added it to the US SDN List. The 
immediate effect of this action was that US persons were generally prohibited from engaging in any 
transactions with PdVSA (subject to several general licenses) and that all of PdVSA’s property, and 
interests in property, in the United States or within the possession or control of US persons were 
blocked. These restrictions also applied to any entity 50% or more owned by PdVSA. 
 
In addition to prohibiting US persons from dealing or transacting with PdVSA (or with any entity of 
which it owns 50% or more), the relevant Executive Order provides for the imposition of sanctions 
against non-US persons engaging in “sanctionable activity” with PdVSA. 
 
Sanctions risks for non-US persons 
 
Although the prohibitions flowing from the designation of PdVSA apply only to US persons1 or to 
transactions with a US nexus, the relevant Executive Order pursuant to which PdVSA was 
designated provides the US Treasury’s Office of Foreign Assets Control (OFAC) with the authority 
to designate non-US persons that engage in certain (sanctionable) activity with PdVSA, or with 
Venezuela in general, as sanctions targets (i.e., on a par with PdVSA).  The SDN designation tool 
of OFAC is a way by which the United States expands the application of unilateral US sanctions and 
enforces sanctions against non-US persons, i.e., persons outside or beyond the traditional, general 
in personam jurisdiction (or reach) of the United States and US law. 
 
While there are no specific prohibitions aimed at non-US persons transacting business with PdVSA, 
there is the potential that non-US persons could nevertheless be subject to sanctions either for 
operating in the Venezuelan oil sector, or for providing material assistance to, or support for, PdVSA.  
In an FAQ, OFAC has obliquely indicated that a non-US person could continue to purchase 
petroleum and petroleum products from PdVSA, as long as there was no US nexus.  
 
 
 
 
 

                                                
1 The term United States person or US person means any United States citizen, permanent resident alien, entity organized under the 
laws of the United States or any jurisdiction within the United States (including foreign branches), or any person in the United States. 
 

https://www.american-club.com/files/files/cir_04_19.pdf
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Sanctionable activity 
 
Although non-US persons may not engage in the activities prohibited to US persons by or in 
connection with the designation of PdVSA, non-US persons can be designated as SDNs (sanctions 
targets precluded from dealings with the United States and US persons) if they engage in any of the 
following activities: 
 
(i) operating in the gold sector of the Venezuelan economy or in any other sector of the Venezuelan 

economy (such as the oil sector);  
 
(ii) being responsible for or complicit in, or to have directly or indirectly engaged in, any transaction 

or series of transactions involving deceptive practices work and corruption and the Government 
of Venezuela or projects or programs administered by the Government of Venezuela, or to be an 
immediate adult family member of such person; 

 
(iii) to have materially assisted, sponsored, or provided financial, material, or technological support 

for, or goods or services to or in support of, any activity or transaction described in subsection (i) 
of this section, or any person whose property and interests in property are blocked pursuant to 
this order (such as PdVSA). 
 

OFAC has the power to designate non-US persons as SDNs 
 
At this point, OFAC has not issued any precise guidance as to what constitutes sanctionable activity 
for non-US persons with respect to PdVSA.  However, for example, Members should be aware that 
on April 5, 2019, OFAC announced that it had designated two companies operating in the oil sector 
of the Venezuelan economy as SDNs.2  Additionally, in an example where strictly non-US persons 
were involved, OFAC, in an action seemingly contrary to its earlier guidance, identified one vessel, 
which transported oil from Venezuela to Cuba. 
 
From the statements of the US State Department, it appears that OFAC most probably considers 
the purchase of petroleum products from, or the supply petroleum products to, PdVSA by non-US 
persons to be sanctionable, and that it will exercise its discretion as to whether it designates as an 
SDN a non-US person involved in such transactions. 
 
Therefore, in light of OFAC’s power to designate a non-US person as an SDN and a sanctions target, 
caution should be exercised in all dealings with PdVSA, and non-US persons should ensure that 
there is no US person involvement or other US nexus in any dealings with PdVSA.  Non-US persons 
should also always be mindful of the other reasons OFAC can use (stated above) to designate SDNs. 
 
Consequences of an entity’s inclusion on the SDN List 
 
An entity’s inclusion on the SDN List, in effect a blacklist, drastically harms the reputation of a 
designated entity and usually means that even non-US person banks, financial institutions, and other 
entities around the world will refrain from dealing with an SDN. 
 

                                                
2 Despina Andrianna is a crude oil tanker (IMO: 9182667) that delivered crude oil from Venezuela to Cuba during February and March 
of 2019.  Ballito Bay Shipping Incorporated is based in Monrovia, Liberia, and is the registered owner of the vessel, Despina Andrianna. 
ProPer In Management Incorporated is based in the port city of Piraeus, Athens, Greece, and is the operator of the vessel, Despina 
Andrianna. 
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Questions and guidance 
 
Your Managers will keep abreast of developments regarding the implementation of US sanctions 
against Venezuela, and inform Members of developments of significance.  Members are reminded 
that, pursuant to American Club rules, there is no cover for voyages where the extension of cover 
would violate or pose a risk of violating sanctions prohibitions under US law, and also that causing a 
violation could entail the imposition of sanctions or penalties on the person causing the violation. 
Members are accordingly reminded to conduct additional sanctions due diligence to ensure their own 
and the American Club’s compliance with relevant prohibitions. 
 
Should Members wish to discuss any questions or need additional guidance regarding any aspect 
of the foregoing or other sanctions in general, or for confirmations as to the availability of cover for 
voyages involving countries (Iran, Syria, Cuba, North Korea, Russia, the Crimea region of Ukraine, 
Venezuela, or entities or individuals subject to US economic sanctions (designated entities and 
individuals appearing on the OFAC SDN List, e.g., certain Russian entities), they are invited to 
contact: Charles J. Cuccia, Senior Vice President - Compliance, ph +1 212 847 4539, mob +1 917 
215 2883, charles.cuccia@americanclub.com.  
 
Yours faithfully, 
 
 
Joseph E.M. Hughes, Chairman & CEO 
Shipowners Claims Bureau, Inc., Managers for 
    THE AMERICAN CLUB 
 
 
 

mailto:charles.cuccia@americanclub.com
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Economic Sanctions - Compliance Guidance  

 

Introduction 

In recent years, economic sanctions laws and regulations have become increasingly more complex, 
numerous and have had a significant effect upon the shipping industry.  Sanctions have had a major 
impact not only on shipping operations but also through financial institutions and insurance companies 
serving the shipping industry, including on P&I clubs worldwide. 

This Economic Sanctions - Compliance Guidance document provides guidance on certain sanctions 
related resources which can be utilized by the American Club's Membership to not only foster and 
encourage general awareness of sanctions issues, but also to enable Members to develop their own 
internal compliance policies and procedures and to appreciate the interplay between such sanctions 
laws and their potential effect on a Member's P&I and/or FD&D coverage. 

The American Club has issued and disseminated considerable information in the form of Circulars, Alerts 
and seminars on sanctions related issues and the Membership is encouraged to not only consult these 
existing resources and to seek legal advice from counsel, but also to reach out to the Managers of the 
American Club ("the Managers") to obtain general information on the existing sanctions regimes and 
guidance on the availability of cover for particular voyages. When used in conjunction with a Member's 
internal compliance program and, as discussed below, this guidance should assist Members with 
minimizing their own risks and exposures to potential sanctions violations which may carry serious civil 
or criminal penalties, entail loss of business privileges, inclusion on US government and other blacklists, 
and cause reputational harm. 

With respect to their own activity, Members are urged to know how to recognize sanctions issues and 
consult legal counsel when their compliance program and due diligence investigation into a particular 
transaction or contemplated voyage raises any sanctions related concern. Then, after completing such 
due diligence, with respect to whether cover is available from the American Club for the transaction or 
voyage in question, Members should contact the Managers prior to the voyage to confirm whether the 
performance of the contemplated transaction or voyage may or may not prejudice their P&I cover. 

It is hoped that, through such internal compliance and due diligence investigation by the Member, when 
combined with its consulting legal counsel and maintaining close communication with the American 
Club to address any issues regarding cover, this resource will assist the American Club's Membership to 
better navigate complex sanctions issues and reduce overall exposure to sanctions related problems and 
risks. 

I. Compliance by American Club Members 

The American Club as well as its Members must comply with all applicable laws and regulations 
including those governing economic sanctions.    

As Members know, the P&I and FD&D insurances provided by the American Club exclude coverage for 
unlawful trade.  Additionally, under the American Club's rules, whenever coverage under an American 
Club policy would be in violation of any US economic or trade sanctions including, but not limited to, 
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those sanctions administered and enforced by the U.S. Department of the Treasury,  Office of Foreign 
Assets Control ("OFAC"), such coverage shall be null, void and of no effect.  In sum, there is no coverage 
where coverage would be prohibited.  Consequently, although, in certain cases, economic sanctions may 
not prohibit a Member from engaging in the activity of transportation in question (for example the 
Member is not a US person), US sanctions may nevertheless impact and affect the scope and/or extent 
of insurance coverage afforded to the Member (by the American Club, a US person) for such 
transportation.  

Members must comply with the various sanctions laws applicable to them which, if violated, may 
subject them to both criminal and/or civil penalties and other adverse action such as blacklisting by the 
US government which usually means that US persons are prohibited from engaging in transactions with 
the blacklisted person (individual or entity), the blacklisted person is precluded from all business with 
the United States, and their assets in the United States are blocked.  

Generally, both the sanctions laws of the US and EU (or other countries), to one degree or another, 
prohibit: 

• trade and transactions with or involving certain countries or designated persons (i.e., blacklisted 
individuals and entities); 

• the supply, exportation of certain goods, services and technology to certain countries or 
persons; 

• certain imports or imports from certain countries or persons; and/or 
• support for certain activity in the country or for the person that is a target of economic 

sanctions. 
 

II. Sanctions Indicators/Information Elements 

Sanctions prohibitions may be implicated based on the main elements of information related to 
maritime transportation and a particular cargo shipment transaction. These elements which should be 
scrutinized traditionally include the following:  

• The country(ies) involved in the trade of vessels/origin and destination of cargo; 
• The nature of or type of cargo being transported; 
• The identity and domicile of the cargo shippers and receivers (end-user); 
• The business activity of the shippers and receivers; 
• The identity and domicile of the charterer and/or any subcharterers; 
• The identity and domicile of other parties involved in the transportation; 
• The load port(s) and/or the discharge port(s), involved, including the identities of terminal 

operators there; 
• The identity and domicile of any banks involved in connection with any relevant bank 

guaranties, letters of credit for the cargo in question, etc.; and 
• The purpose for which the cargo will be used once delivered. 

As part of their internal sanctions compliance program, Members should investigate all of these 
elements when considering or contemplating a proposed transaction or voyage to better assess any 
potential sanctions issues. 
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III. Awareness of Applicable Prohibitions and Screening Information 

Sanctions laws apply to the transportation activities of Members, as well as, but separately and in 
different ways to, the insurance activities of the American Club.  First, Members should be aware of the 
sanctions laws and regulations that are generally applicable to them such as EU sanctions laws or the 
laws of the state in which they are domiciled, and what these laws prohibit (prohibited countries, 
prohibited persons, prohibited exports or supply, prohibited support), and screen the above-mentioned 
information elements of their voyages and other transactions against what is prohibited to ensure that 
they do not engage in sanctions violations.  See Section IX below for relevant links to EU, UK and IG 
resources. 

Second, Members also need to be aware of the US sanctions laws applicable to the American Club and 
to other US persons.  The United States currently maintains economic sanctions against Iran, Syria, 
Cuba, the Crimea region of Ukraine and North Korea. See Section VIII and IX below. 

The United States also maintains sanctions against certain persons or entities whose names appear on 
OFAC's list of Blocked Persons and Specially Designated Nationals ("SDNs") on OFAC's SDN List, including 
but not limited to, SDNs in Cuba, Iran, Syria, North Korea and other countries (such as the Russian 
Federation), certain designated vessels, certain persons designated as terrorists or drug traffickers, and, 
as it relates to the Russian Federation only certain designated Russian entities.  
http://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-
Control.aspx  

The American Club and all other US persons, and transactions with a US nexus (such as payments 
through the US banking system) must comply with the prohibitions of US sanctions. 

Economic sanctions programs administered by states are different and no two sanctions programs are 
alike, and different states (countries) have different sanctions programs.  For example, US sanctions may 
prohibit the American Club from providing cover even though the trade or voyage by the Member is not 
prohibited by sanctions laws applicable to that Member.  The various laws apply differently to various 
persons, activities, and transactions. 

IV. Screening by Members – Two, Three or Sometimes Four Step Due Diligence 

In light of the fact that Members and the American Club may be simultaneously subject to the sanctions 
laws of different states, Members need to conduct a two-pronged and sometimes three or even four-
pronged due diligence inquiry/test to ensure that they do not engage in sanctions violations, and that 
they have permissible American Club coverage for their vessels. 

First, if, for example, a Member is generally or primarily subject to EU sanctions laws, the Member must 
determine whether EU sanctions laws prohibit the transportation or trade in question.  Members should 
screen the information elements above against the list of countries and subjects against which the EU 
maintains sanctions, the list of EU-prohibited activities and persons (see Section IX below), and the array 
of EU-prohibited cargoes, trade and activities.  Most potential sanctions violations can be detected and 
prevented by country or transaction party screening.  A comprehensive transaction party screening 
should be performed against the EU sanctioned parties listing (see Section IX). 

http://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx
http://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx
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Second, if, for example, EU laws do not prohibit the transportation or trade in question but the trade 
has elements which may implicate US sanctions prohibitions applicable to the American Club, the 
Member will need to know whether cover for the voyage in question is available from the American 
Club.  The Member should disclose the above sanctions indicators/information elements to the 
American Club and seek confirmation, on a case-by-case basis, as to whether coverage is available.  See 
Section V below. 

Third, if, for example, EU laws do not prohibit the transportation in question but the trade has elements 
or related transactions which may implicate US prohibitions applicable to US persons other than the 
American Club such as, in the payment context, US banks, the Member must ensure that the payments 
through the US financial system do not implicate US prohibitions or that they do not cause violations.    

Fourth, as was in the case of the past US nuclear-related sanctions against Iran (which were reimposed 
on May 8, 2018 in light of the US withdrawal from the Iran nuclear agreement), US as well as, for 
example, EU laws could have impacted the underlying transportation in question, in which case, 
Members should have conducted and in similar cases should conduct screening of information under EU 
as well as US law (US sanctions) applicable to them.  If neither US nor EU law prohibits the Member's 
underlying trade, to confirm the availability of cover from the American Club for example, for Iran 
voyages, the Member should disclose the above sanctions indicators/information elements to the 
American Club and seek confirmation, on a case-by-case basis, as to whether coverage is available under 
US law applicable to the American Club because sanctions do not apply or I they apply a lawful 
exception may be made. 

Again, the American Club is prohibited and precluded from providing insurance for any underlying 
voyage that is prohibited by laws applicable to the Member or to its entered vessel. 
 
V. Consult Legal Counsel 
 
In concert with an internal sanctions compliance program, Members are encouraged to consult legal 
counsel whenever a potential transaction indicates elements that might implicate sanctions related 
concerns or issues. Should Members need any references to legal counsel to assist with questions 
regarding US, EU or other sanctions, they should contact the American Club's Compliance Center. 

 
VI. Contact the American Club’s Compliance Center 
 
After conducting the due diligence screening described in Section IV, the Member should contact the 
American Club's Compliance Center (scbcompliance@american-club.com) to address any sanctions 
related insurance coverage issues or questions. 
 
When making such an inquiry to the Compliance Center, the Member should provide the following 
required information as far in advance as possible of the relevant voyage to allow for sufficient time for 
consideration of and response to the inquiry: 
 

• List the contract parties: charterer(s), sub-charterer(s), shipper, receiver(s), and end-user(s); 
• Whether any parties are SDNs; 
• Identify the specific type(s) of cargo (es) and describe their end-use 
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• Identify the port(s) of loading and discharge; 
• Identify the types of B/Ls and/or C/Ps to be used, provide copies if possible; 
• Identify the terminal operator(s) (such as Tidewater in Iran); 
• Vessel names, flag state, and IMO nos.; and 
• Vessel type and operation (FSO, STS, etc.) 

 

Members should give ample advance notice to the American Club when seeking confirmation of 
coverage in the sanctions context. Once reviewed, the American Club's managers will assess the inquiry 
and may consult with its OFAC/EU counsel for advice and guidance. The American Club will endeavor to 
respond as promptly as possible under the circumstances and its response will be limited to the specific 
question of whether coverage is available and the interplay between the American Club's Rules and the 
contemplated transaction/voyage. It should be noted that the American Club's reply does not constitute 
and should not be construed as legal advice with respect to the Member's contemplated activity. It will 
be limited as to the judgment of the permissibility and availability of cover from the American Club.  The 
Compliance Center's response should not be used, viewed or otherwise considered as a substitute for 
the Member's own due diligence investigation. 

References: 

• Economic Sanctions - Compliance Guidance: March 08, 2016:  Club Circular No. 12/16 
• Economic Sanctions - Compliance Guidance document 

 
VII. Recap 

In summary, Members should: 

• Know what sanctions laws apply.  Have awareness of sanctions programs and the authorities 
and laws that govern them. 

• Know what the sanctions laws and regulations that govern applicable sanctions provide. 
• Screen and conduct an appropriate due diligence investigation of the proposed 

transaction/voyage and its participants. Members' screening of transportation and transaction 
information (Section II. above) should be made against the relevant applicable sanctions laws 
and the array of or lists of: 

• Prohibited countries; 
• Prohibited shippers, receivers, charterers, and other parties/persons (transaction 

counterparties); 
• Prohibited ports; 
• Prohibited purposes for which the cargo will be used; 
• Prohibited imports, exports and cargoes; and 
• Prohibited activities. 

Consult legal counsel. 

Seek confirmation from the American Club as to whether coverage is available for the proposed 
transaction or voyage in question. 

http://www.american-club.com/files/files/cir_12_16.pdf
http://www.american-club.com/files/files/economic_sanctions_compliance_guidance.pdf
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Please visit: https://www.treasury.gov/resource-center/sanctions/Programs/Pages/Programs.aspx or a 
list of the sanctions programs of the United States. 

VIII. Country specific links to relevant American Club Circulars, and related documents 

https://www.american-club.com/page/sanctions 

Circulars and Member Alerts are published by the American Club as a service to Members. While the 
information is believed to be correct, it is not complete and the American Club does not assume 
responsibility for completeness or accuracy. 

IX.  Useful Sanctions Related Web Links 

United States 
 
The United States Office of Foreign Assets Control (OFAC):  

https://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-
Control.aspx 
 
https://sdnsearch.ofac.treas.gov/ is a US government search engine in respect of certain (but not all) 
entities subject to or that are targets of sanctions   

Office of Foreign Assets Control / US Department of the Treasury (Information on US sanctions) 
http://www.treasury.gov/resource-center/sanctions/Pages/default.aspx  

Overview of US sanctions http://www.treasury.gov/resource-
center/sanctions/Programs/Pages/Programs.aspx 

OFAC Specially Designated Nationals and Blocked Persons List Search 
http://sdnsearch.ofac.treas.gov/Default.aspx 

European Union  

The United Kingdom Treasury (HMT): http://hmt-sanctions.s3.amazonaws.com/sanctionsconlist.pdf 

https://www.gov.uk/government/publications/financial-sanctions-iran-nuclear-proliferation is the UK 
government website dealing with EU and UK sanctions in respect of Iran.  

https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets is the list 
of sanctioned targets held by the UK and includes individuals and entities listed as targets by the 
European Union. 

United Kingdom (UK) Department for Business, Innovation and Skills (Information on UK, EU and UN 
sanctions) https://www.gov.uk/sanctions-embargoes-and-restrictions/ 

European Union / Restrictive measures (sanctions): 

http://eeas.europa.eu/cfsp/sanctions/index_en.htm 

http://eeas.europa.eu/cfsp/sanctions/docs/ectl-fsd_howto-v04_en.pdf 

http://eeas.europa.eu/cfsp/sanctions/docs/measures_en.pdf 

https://www.treasury.gov/resource-center/sanctions/Programs/Pages/Programs.aspx
https://www.american-club.com/page/sanctions
https://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx
https://www.treasury.gov/about/organizational-structure/offices/Pages/Office-of-Foreign-Assets-Control.aspx
https://sdnsearch.ofac.treas.gov/
http://www.treasury.gov/resource-center/sanctions/Pages/default.aspx
http://www.treasury.gov/resource-center/sanctions/Programs/Pages/Programs.aspx
http://www.treasury.gov/resource-center/sanctions/Programs/Pages/Programs.aspx
http://sdnsearch.ofac.treas.gov/Default.aspx
http://hmt-sanctions.s3.amazonaws.com/sanctionsconlist.pdf
https://www.gov.uk/government/publications/financial-sanctions-iran-nuclear-proliferation
https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets
https://www.gov.uk/sanctions-embargoes-and-restrictions
http://eeas.europa.eu/cfsp/sanctions/index_en.htm
http://eeas.europa.eu/cfsp/sanctions/docs/ectl-fsd_howto-v04_en.pdf
http://eeas.europa.eu/cfsp/sanctions/docs/measures_en.pdf


7 | P a g e  
American Club                             Economic Sanctions – Compliance Guidance                               April 2019 

International Group 

The International Group’s website IGP&I News provides access to various useful links including to the 
European Union Foreign Affairs Council regulations on US sanctions. 

FAQs on legislation published by the International Group of P&I Clubs, June 2013 Iran Sanctions - U.S 
Legislation - Updated FAQs 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Disclaimer 

This brief economic sanctions compliance guidance has been prepared by the American Club to assist 
Members in complying with sanctions laws applicable to them and to the American Club.  This guidance 
does not constitute and should not be construed as legal advice or a determination by the American 
Club as to the availability of cover for any specific case.   The American Club urges Members to obtain 
independent legal advice regarding the applicability of sanctions laws to them and with respect to their 
compliance obligations under such laws. 

http://www.igpandi.org/news/
http://www.igpandi.org/downloadables/news/news/US%20sanctions%20FAQs%20-%20Rev%201%202013%2005%2030.pdf
http://www.igpandi.org/downloadables/news/news/US%20sanctions%20FAQs%20-%20Rev%201%202013%2005%2030.pdf
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